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Abstract. By only storing a unique copy of duplicated data possessed
by different users, data deduplication can significantly reduce storage
cost, and is thus used extensively in cloud storage. When combining
with confidentiality, deduplication will become problematic as encryption performed by different users may differentiate identical data. MLE
(Message-Locked Encryption) is thus utilized to derive the same encryption key for the identical data. As keys may be leaked and users may be
revoked, re-encrypting the outsourced data is of paramount importance
to ensure continuous confidentiality. This problem is unfortunately not
well addressed in deduplication-based encrypted cloud storage.
In this paper, we design SEDER, a SEcure client-side Deduplication
system for cloud storage enabling Efficient Re-encryption. A salient advantage of SEDER is that it allows data owners to efficiently re-encrypt
the data to ensure continuous data confidentiality for cloud storage using
client-side deduplication, by smartly leveraging all-or-nothing transform,
proofs of ownership as well as delegated re-encryption. Experimental
evaluation validates the efficiency of SEDER.
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Introduction

Cloud storage services are widely deployed nowadays. Popular services include
Amazon S3 [1], Apple iCloud [5] and Microsoft Azure [6]. By using cloud services,
data owners pay for the storage they use, eliminating the expensive cost of
maintaining dedicated infrastructures.
As more and more users turn to clouds for storage, the amount of data stored
in the clouds grows rapidly. Conventionally, the clouds simply store what have
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