Foreword: Protocol Is as Protocoil Does

Eugene Thacker

There's a scene in the 1982 film Tron, in which Kevin Flynn, a computer pro-
grammer by day and hacker by nighr, gers sucked into the digital world of
computers. There he meets software programs, each with personalities and
identities of their own, held hostage by the "MCP” or “Master Conttol Pro-
gram,” a kind of despotic operating system thac absorbs all sofrware and all
parts of the network into itself. One of the hostage programs named Tron, 2
security application leading a revelucion against the MCP, asks Flynn about
the mysteries of cthe world of “Users.”

Flynn: I'm what you guys call a "User” . ..

Tron: Well if youware a user, then everything you've done has been according toa plan
right?

Fiynn; (laughs} You wish . . . you guys know whar it's like, you keep on doing wha
it looks like you're supposed o be doing, no matter how crazy it seems.

Tron: That's the way it is with programs, yes, but—

Elyan: 1 hate to disappoint you pal, buc most of the time that's the way it is for use
0o ...

Tron was made by Disney Studios in the early 1980s as part of an artern)
to reinvent itself for a new generation of potential consumers. In particuls
Tren was indicative of a particular cype of early 1980s culture, one in whic
“personal” computers were becoming more and more ubiquirous, along wi
a booming video game industry and an equally large, middle-class geek o
ture to go wich ir. It was also a culture of perceived conflices berween cor

puter mega-corporations and an emerging hacker subculture, both hatch
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in the midst of Reaganomics and the Japanese microelectronics boom. The
list of gadgets spawned during this period has now entered the culrral mu-
seum of dead technology: video game arcades, Atari home consoles, Casio
synthesizers, Commodore home compurers, floppy disks, laserdiscs, the Walk-
man, and of course the neon lights of 1080s new wave music. It was from
within this 1980s moment that William Gibson crafred the world of Nexro-
mancer, and all of this is aiready making a comeback in the culcural nostaigia
of “electroclash.”

But more than being abour fashion, the American middle~class youth
culture Troz targeted was also one that existed during significant technolog-
ical eransformations, transformations we are still understanding today. The
development of the petsonal computer, along with compucer networks, has
had a profound, stratified impact on the way in which social, political, and
economic life is experienced. Recent discussions of the post-induserial soci-
ety, the information society, che network sociery, disciplinary society, control
society, informatization, scale-free nerworks, small worlds, and smart mobs
are all ways of atempting to understand how social change is indissociable
from technalogical development (research, design, use, distribution, market-
ing, naturalization, consumption}—though not derermined by it. This last
point is crucial. If one is to foster an understanding and awareness of how the
social and che political are not external to rechnology, then it is important to
understand how the technological is in some sense isormorphic to the social
and che political.

This book— Protecs! —points to one possible path for doing this. Through-
out the discussions on power, control, and deceatralization, Pratocel consis-
tently makes a case for a material understanding of technology. “"Material”
can be taken in all senses of the rerm, as an ontological category as well as a
political and economic one. This type of materialist media studics shows
how the question "how does it work?” is also the yuestion "whom does it work
for?” In short, the technical specs matter, ontologically and politically. As
Galloway states here, “T actemnpt to read che never-ending stream of computer
code as we read any texe, decoding its structure of control.” Bue this is clearly
not literary criticism, Nor is it semiotics—textual, visual, or otherwise. This
i because computer code is always enacted. Code is a set of procedures, ac-
tions, and practices, designed in particular ways to achieve particular ends in
particular contexts. Code = praxis.
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Proracof puts forth an invitation, a challenge to us: You have not sufficiently
understood power relationships in the control sociery unless you have under-
stood “how it works™ and “who it works for.” Protors! suggests that it is not
only worthwhile, but also necessary to have a technical as well as theoretical
understanding of any given technology. “Reading” code is thus more program-
ming or development or debugging than explanation. [n this sense, Protoro!
aims less to explain che society of control than to experiment with it; in fact,
it might just as well be subtitled “experiments with code.”

Which brings us to the following comments. Prosocol implicitly makes
three important points in its experiments with information networks, corn-
puter software, and industry standardization. The firse has to do with how
Protocol qualifies networks, the second point has to do with how Prosoro/ un-
derstands the techaical specs as political, and the last poine looks roward
possible furure directions ro be explored in the meeting of info-tech and bio-
tech, info-politics and bio-politics.

Networks Are Real but Abstract
The first point is that networks are not metaphors. As Galloway states, “Proto-
cols do not perform any interpretation themselves; that is, they encapsulate
information inside various wrappers, while remaining celatively indifferent
to the content of informarion contained within.” The concept of “protocol”
is thus meant to demonstrate the nonmeraphorical quality of nerworks. Or,
put another way, the concept of protocol shows the predilecrion for general
discussion of networks in terms of general tropes. Networks are not tropes
for nottens of “interconnection.” They are material technologies, sites of vari-
able practices, actions, and movements. This is, perhaps, stated too strongly.
Yes, metaphots do marterialize and corporealize, and, in- some sense,
metaphor is consonant with language itself. But discussions of networks—
especially in culrural theory—have too often slipped into “vapor theory,”
eliding a specific consideration of the material substrate and infrastrucrure
with a general discussion of links, webs, and globalized connectivicy, “Pro-
tacol 15 a circuit, not a sencence.” Further, code 15 noc necessarily language,
and certainly not a sign. A code, in the sense chat Protoce! defines it, is pro-
cess-based; It is parsed, compiled, procedural or object-oriented, and defined
by ontology standards. A code is a series of acrivated mechanical gears, or a

stack of punched cards circulacing through a cape-reading machine, ora flow
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of light-pulscs or bits in a transistor or on silicon, or a vac of binding incer-
actions berween DN A fragments.

When the book suggests that networks are nor meraphors (or nor merely
metaphors}, the dichotomy is not one between material and immaterial, but
rather between two types of “abscract.” On the one hand chere is an abstrace
use of the concept of nerworks generally to signify any relationship between
discrece enrities. According to this usage, just aboutanything can be secn as
a network (and thus the overwhelmingly wide applicacion of certain nerwork
stience or complexity approaches). Buc there is also another meaning of “ab-
strace,” one thar 1s net the opposite of concrete. An abstract that is real isa
potential. (Henri Bergson uses the term “virtual” for the immanent unfold-
ing of durarion as potenciality.) This is not the abstract use of network as
a term, and neither is it an abstraction of a rechnical term {the metaphori-
zacion of technological terms). Racher, this abstract-but-real is the network
that is always enacred and always about to enact itself. One can pose the
question: Isa nctwork a network if it is not being used? Is the Internet a nec-
work because of its fiber-optic cables, its usage, its data transfer, the stan-
dards for such use, or the concepes that inform the development of nerwork
technology itself? Likely all of these. With multiple local agencies and sev-
eral intereses at srake, informarion networks like the Internet are always
abourt te do something. In this sense nerworks are constantly marterializing
their logics (their formal logics as much as their organizarional and polirical
logics). The nerwork as real-but-abstract may involve "information™ as an
immaterial entity, buc that information always works toward real effects and
transformations, no matter how localized.

Thus, In an important way, netwotks are not metaphors, The nerwork
metaphor is misleading, limiting. I't only provides a general model for dis-
cussing relationships (linking, hybridity, boundaries, heterogeneity, erc.).
As a cultural metaphor, networks only ralse gencral issues of interrelation-
ality. The discourse of cyberspace and the "information superhighway™ is
exemplary. Positions bail down ro either the libertarian (information-wants-
to-be-freed or the bureaucratic (gated access to informacian). Thus with the
network metaphor, one can only see a nebulous thing called “informarion”
that mysteriously exists an an equally nebulous thing called cyberspace or the
Internet. Studying user interaction only adds co the confusion, bringing in
the language of individual agency and accountability to a space that, to cite

Jorge Luis Borges, has its center nowhere, its circumierence everywhere.
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Understanding networks not as metaphors, but as materialized and mare-
rializing media, 1s an important step toward diversifying and complexifying
our understanding of power relationships in control societies. With the net-
work metaphor, one only has a tool that does something in accordance to the
agency of the human-user (a computer that downloads at your command, an
information network that makes everyching freely accessible at che click of a
mouse, etc.). Click-download, cause-effect. [[ we dispense with convenient
metaphors and acrually ask how a network functions {not “what is it?” but
“what does it do?"), then several noteworthy realizations emerge. This is
what Protoco! does. It asks how a particular type of network functions—the
informarion networks that undergird the Internet. It shows how a network
is not simply a free-for-all of information “out there,” nor is it a dystopia of
databanks owned by corporations. It isa set of technical procedures for defin-
ing, managing, moedulating, and discributing informacion throughout a flex-
ible yet robust delivery infrastructure. More chan that, this infrastructure
and set of procedures grows out of U.S. government and military interests in
developing high-technology communications capabilicies (from ARPA to
DARPA to dot-coms). At an even finer level of detail, the Internet is not a
simple “ask and you shall receive” tool. It is consticuted by a bi-level logic
that Protorol patiently explains. On the one hand, TCP/IP (Transmission
Cantrol Protocol/Internet Protocol) enables the Internes to create horizonral
distributions of information from one computer to another. On the other,
the DNS (Domain Name System) vertically scracifies chat horizontal legic
through a set of regulatory bodies thar manage Internet addresses and names.
Understanding these two dynamics in the Interner means understanding the
essential ambivalence in the way that power funcrions in control societies. As
Protacol states, “the founding principle of the Net is control, not freedom—
control has existed from the beginning.” To grasp “protocol” is to grasp the
technical and the political dynamics of TCP/IP and DINS at the same time.

Whar are some common metaphoric uses of networks that Pratoco/ resiscs?
One is that nerworks are synonymous with connectivity (and that connec-
tivity is always good}. Tropes of links, nets, webs, and a general relarionality
also stem from this use of networks. Pop science writing on nerwork science
or the gee-whiz rhetoric of magazines such as Wired often adopt a quantita-
tive politics: If information wants to be free, then more connectivity equals
more freedom,
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Burt the concept of “protocol” is as concerned with disconnection as it is

with connectivity. l'he moment of disconnectivity is the moment when pro-
tocol most forcefully displays ics political character. Disconnectivity canoc-
cur in a number of ways, from a personal dialup disconnected due 1o a time
limit imposed by a commercial ISP, to the management {or surveillance) of
large-scale networks involved in political activism. Vhe analysis in pare 111
below of hacking, computer viruses, and the ractical appropriation of both
by cyberfeminism provides a set of examples for how disconnectivity can be
as instrumental for protocol’s {malunctioning as is connectivity.

Aside from the trope of connectivity, another common metaphorical use
of netwerks chac Protocol resists is that of collectivity (and that collectivity is
always inclusive). Here the language of incorporation, integration, and the
constant struggle to include “the other” come together in discussions of vir-
tual communities and online social serviees providing niche markers for
every “difference.”

Burt information protocols are always lavered, scracified, sometimes bla-
tantly hierarchical. Prafocol’s analysis of the DNS system, and the manage-
ment of "nodes” on the network, is exemplary in this case. The creation of
standards is also the prescription of a range of practices that are legitimized
(or delegitimized) within those standards. The example of the Name.Space
project is instructive becanse it points to the ways in which both normativ-
ity as well as resistance are hardcoded into such standardization procedures.
Again, the mere technical details, such as RFCs, suddenly become the
grounds for contesting the way in which control takes shape in the materi-
ality of networks.

To cthe common metaphors of connectivity and collectivity that ace prab-
lemarized, we can add a third, which is parricipation. Networks are partici-
patory, even democtatic {by nature}. The notion of networks as participatory
has led to much confusion regarding che status of individual and collective
agency in such networks. This is the more prescient as the Web becomes a
primary nexus of consurmer culture, encompassing the production of com-
modities, information services, communicarion practices, and changing habits
of consumption,

It is this naruralization of participation in networks that is particularly
problematic. [RC, online gaming, blogs, e-registration, webcams, and on-

line polls reiterate again and again the inherently participatory nature of rhe
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Web. But one does not have to look far for instances in which some infor-
mation was not meant to be free, instances in which participation is denat-
uralized, coded into secure servers, e-surveillance, predatory locales, and a
new kind of gated community. The information surveillance practiced by
the U.S. government on profiled Muslim individuals and groups is only the
most explicit example. However, resistance is built in. The examples of “soft-
ware art,” open source activities, and network politics (such as the Electronic
Disturbance Theacter) all provide examples of potentials for “counterproto-
col” practices,

A recent case helps to show how the vague ucilization of network meta-
phors {(connectivity, collectivity, participation) can be problematized in spe-
cific contexts. An example is The Thing, a New York-based, nonprofit ISP
and virtual community dedicated to art, politics, and the open discussion of
a range of culrural and political issues. On December 4, 2002, The Thing's
connection was interrupted by Verio, its network provider, on the grounds
that The Thing had infringed its service contract with Verio. The contract
was terminated a short while later, leaving The Thing, its members, partic-
ipants, and some two hundred projects in limbo. According to Verio, the
perceived cause of the disconnection was an art-activist group known as The
Yes Men. On the eighteenth anniversary of the Bhopal disaster, in which a
Union Carbide/Dow chemical accident resulted in che illness and death of
thousands of Bhopal citizens, The Yes Men had circulated a fabricared press
release from the Dow corporation disavowing any responsibility for the.
accident. The fake press release was intended not only to continue to raise
awareness of such incidents, but to raise issues concerning ongoing dis-
courses of globalism and corporate managemenct of information networks.
Dow, notified of the fake press release, filed a DMCA (Digiral Millennium
Copyrighe Act) notice to Verio. Verio temporarily, and then permanently,
pulled the plug on The Thing, as the ISP hosting The Yes Men's website.

Is this an instance of censorship? Is it protocol malfunctioning or func-
tioning too well? Do the politics of chis disconnectivity affect the Bhopal
community itself? Do policies regarding information content (DMCA) ac-
tually encourage such regulation? These are complex questions which have
arisen from this event, one that has been made possible by the dual nature of
the Internet chat Protocol points to: its horizontality (community networks;
TCP/IP) and its verticaliry (its stratification; DNS).
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Protacol, or Pelitical Economy

If, in the discourses surcounding networks, the tropes of connectivity, col-
leerivity, and participarion obscure the matcerial practices of nerworks, Pro-
#ocol points to several principles for understanding necworks as “a diagram, a
technology, and a management style.” To begin with, general ralk about
“networks,” dissociated from their context and technical instantiation, can
be replaced hy a discussion of “protocols.” Every network is a network be-
cause it is constituted by a protocol. If networks display any of the tropes de-
scribed previously, it is because chete is an infrasiructute that enables such
properties to emerge. Not networks, biie protocols,

Given this, Prorocel can be read as a book of political economy. It argues
for a methodological shift from a generalized understanding of netwosks to
a specified one, in which the prorocological systems of TCP/IP and DNS op-
etate as whac Foucault tecmed “political rechnologies.” Foucault’s later work
on biopower and biopolitics is significant in this respect, for while Foucault
never reduced technology to an empirical “thing,” his analyses of institu-
tions always emphasize the various correlations between bodies and things.
Protorol adopts a similar methodological outlook, considering technical stan-
dards (such as the OSI Reference Model), network technologies (HTTP), in-
stirutional histories (IEEE), and, significantly, instances of “tactical media.”

Above all, the political economy of protocol is that of management, mod-
ulation, and control. Technically and politically the “control society™ emerges
as much from cybernetics research as it does from a mititary-industrial im-
perative roward the “governmenrality” of information systems. This histor-
ical backdrop sets the stage for the various periodizations and murations in
che life of protocol. At the center of such changes is the issue of patitical and
technological adaptation, situated berween centralized control and decen-
tralized regulation.

As a political economy, protocel modulates, regulates, and manages the
interrelationality between vital systems. In this sense, a “vical system” is not
just a living, biological system, nor is it nineteenth-century “viralism,” or
worse, animism. Vital systems have to be understood from the perspective of
protocotogical control. While it may be a cruism chat the body stands in re-
lation to, but never idencical with, technology, protocological concrol makes
different cuts. Pratocol considers networks through a “diagram,” a tecm bor-
rowed from Gilles Dieleuze. Prataco/ considers first a network as a set of nodes

and edges, dotsand lines. The dots may be computess (server, client, or both),
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human users, communities, LANSs, corporations, even countries. The lines

can be any practice, action, or event effectuated by the dots (downloading,
emailing, connecting, enctypting, buying, logging on, port scanning). With
this basic “diagram” you can do a number of things. You can connect the
dots—all of them—making a totally connected, distribuced network with
more than one path to the destination. You can also disconnect dots, even
delete dots {no paths, no destination). You can filter ont which dots are con-
nected co the network. You can create portals for the addition of furure dots.
You can designate which kinds of lines you want between the dots {for not
all lines are equal; some diverge, flee; others converge, coalesce). In shott, a
netwotk-as-diagram offers all sorts of possibilities for organization, regula-
tion, and management,

Bue this is depending, of coutse, on the agencies responsible for the net-
work-as-diagram, As Protocol makes cleat, there are few instances in which a
cleatly demarcated, centralized nerwork control is evident, Paraphrasing
Foucault, such instances cccur only at the terminal ends of power relation-
ships. The cenzral political question that Prozecel asks is where the power has
gone. If we are indeed living in a post-industrial, postmedern, postdemoc-
ratic society, how does one account for political agency in situations in which
agency appears to be either caught in networks of power or distributed across
multiple agencies?

By looking closely and carefully at the technical specifications of TCP/IP
and DNS, Protoral suggests that power relations are in the process of being
transformed in a way that is resonant wich the flexibility and constraints of
information technology. The Internet is not simply “open” or “closed” but
above all a form that is modulared. The very concept of packet-switching
demonstrates this on several levels, from rhe efficiency standards of rouring
during a download, o the ways in which each individual datagram is tagged
for delivery to your email accounc or hard drive. Information does fow, but
it does so in a highly regulated manner. This dual property (regulated flow)
is central to Protocol’s analysis of the Internet as a political technology.

Isomorphic Biopolitics
As a final commeny, it is worthwhile to note that the concept of “protocol”
is related to a biopolitical production, a2 production of the possibility for
experience in contrel societies. It is in this sense that Proteco/ is doubly ma-

terialist—in the sense of networked badies inscribed by informatics, and
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1w Lue >ense o this bio-intormatic network producing the conditions of
EXpErience.

The biopolitical dimension of protocol is ene of the parts of this book chat
opens onto furure challenges. As the biological and life sciences become
more and more integrated wich compucer and necworking technology, che
familiar line becween the body and technology, between biologies and ma-
chines, begins to undergo a set of transformations. “Popularions” defined na-
tionally or ethnically are also defined informatically. {Witness the growing
business of population genomics.) Individual subjects are not only civil sub-
jects, but also medical subjects for a medicine increasingly influenced by
genetic science, The nngoing research and clinical trials in gene thetapy, re-
generative medicine, and genetic diagnostics reiterace the nocion of the bio-
medical subject as being in some way amenable to a database. In addition to
this bio-informatic encapsulation of individual and collective bedics, the
transactions and econumies between bodies are also being affecred. Research
into ster cells has ushered in a new era of molecular bodies that not only are
self-generating like a reservoir (a new type of tissue banking), but thar also
create a tissue economy of potential biologies {lab-grawn tissues and organs}.

Such biotechnologies often seem mote science fiction than science, and
indeed health care systems are far from fully integracing such emerging re-
search into routine medical practice. In addicion, this seems o be far from
the "dry” world of bicts and data transfer. So then, what is the relation be-
tween protocol and biopolitics?

One response is that protoco! is isomorphic with biopolitics. Another way
of saying the same thing is that "informartion™ is often taken to be isomot-
phic with vital forms, There is an uneasy dialectic here between a living
computet {artificial life} and the programming of life {generic engineering).
From the perspective of protocel, the nature/culture, body/technology bina-
ristms do not matter. Literally. Rather, what mateers is the ability of protocol
to operate across material-energetic substrates. This, in itself, is not "bad,”
and as Profocel suggests, the question is not one of morality, but rather of
ethics. Interests are at stake, From the perspective of protocol, there are no
biclogies, no technologies, only the possible interactions between "vital
forms” which often take on a regulatory, managerial, and normative shape.
This can be called biopelitics. In the contexc of protocol, the reach berween

info-tech and bio-tech is enabled by several technical concepts.
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Layering is a central concept of the regulation of information transter in
the Internet protocols. Layering allows data to find its way into the correct
application on your computert, so that an MP3 download is not misunder-
stocd as 2 Word document, or a virus 1§ not mistaken as a browser plug-in.
A datagram coming into your camputer moves from the lower levels {en-
coding of packets}) to the higher levels (use by applications). Further, Proro-
cof suggests thac there exists a layering between the biclogical and the
political. A signaling pathway between two proteins is layered into a disease
predisposition pachway in a genome, which is layered onte a genome data-
base, which is layered onto a statistical and demographic record of disease
occurrence, which is layered onto research funds going toward biowarfare
detection technologies, which is layered into popular science journalism or
even science fiction film. Note that some of these layerings are more meta-
phorical, while others are almost exclusively technical. Sometimes the layer-
ing is quite sedimented, there being only one way in, one way out. At other
times the layering shifts, rearranges itself, nature not necessarily preceding
culture, culture not necessarily preceding nature.

Portability is a central characteristic of software development. Mac or
PC? Netscape or IE? The ability to enable software and files to operate across
different proprietary standards is a key aspect of software development. In a
sense, layering cannot happen without at least a cursory consideration of
portability. Poctability is not always the will to make something portable;
more often than not it is the scrategic disabling of portability that is of con-
cern to software companies. If the biological body is a generic code, and if
the genome is a kind of computer, then it follows chat the main area of in-
tetest for portabilicy will be between the biological bady of the patient and
the informatic body of the computer database ot profile. Despite the ongo-
ing discussion over cloning or gene therapy, some suggest thar it will be di-
agnostic tools that guarantee financial sustainabilicy for the biotech and
pharmaceutical industries. The key ro that success will be che portability be-
tween the two cypes of genecic codes: one in vive, one in silico,

Ontolegy standards is a strange name for agreed-upon code conventions,
but in some circles it is regularly used to signify just that. Newer, more flex-
ible markup langnages such as XML (Extensible Markup Language) have
made it possible for researchers (be they biclogists or engineers) to come
up with a coding schema railored to their discipline. XML-based efforts in
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molecular biology and biochemistry have been one area of concern. But
agreeing upon what exacely thac standard code will be is another matter.
Should the hierarchy of tags for GEML (Gene Expression Markup Language)
go by <chromosome >, <phenotype s, or <genes? There are a range of vested
interests {commercial, ideolugical, institurional, methodological, discipli-
nary}, and the mere decision about standards becomes a discourse on “oncol-
agy” in the philosophical sense. If layering is dependent upon portability,
then portability is in curn enabled by the existence of ontulogy standards,

These are some of the sites thar Profeco/ opens up concerning the possible
relations between informacion and biological networks. While che concept
of biopolitics is often used at its most general level, Protoco/ asks us to re-
specify biopolitics in the age of biotechnology and bioinformarics. Thus one
site of future engagement is in the zones whese info-tech and bio-tech inter-
sect. The “wet” biological boedy has not simply heen superceded by “dry”
computer code, just as the wet body no lenger accounts for che virtual body.
Biotechnologies of att sorts demonstrate this to us—in vivo tissue engineer-
ing, echnic genome projects, gene-finding software, unregulated genecically
modifed foods, pertable DNA diagnostics kits, and diseributed proteomic
computing. Pratocological control in biopolirical contexts is not just che
means, but the medium for the development of new forms of management,
regulation, and control.

On a general level, Protaced provides a set of concepts, or a toolbox, to use
Deleuze’s phrase. These concepe-toals are not so much instruments or ham-
mets, but racher soft machines for interrogating the political-technicat dy-
namics of informarion and compucer technologies, especially as they pertiu
to nerworks of all types. Protacal can in chis sense be read as a technical man-
ual, one that fosters working with, intervening in, and building awareness
of our current “political rechnologies.” This is the kind of book that asks us

not to interpret, but o experiment,
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