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With the demand for economical and high-speed wireless services, Optical Wireless Communication (OWC)
has attracted increasing attention in both research and the market. In the past decades, numerous optical-
related techniques (e.g., LEDs, displays, cameras) and systems (e.g., VLC, LiFi, LIDAR) have been invented.
OWC techniques, which are considered as a competitive mechanics in next-generation networks as an alter-
native to RF approaches, offer 10,000 times more bandwidth than conventional radio frequency (RF)-based
wireless techniques (e.g., WiFi, LoRa, Bluetooth, LTE), as well as tremendous spatial reuse potential with even
less interference. Because optical communications have a limited wavelength and travel in the line of sight
(LoS) manner, the OWC is commonly thought as a secure wireless approach to confine light transmissions
within physical bounds. However, in the real world, it is completely untrue. The privacy leakages and secu-
rity risks broadly exist in the optical-related wireless applications including OWC networks. These threats
and weaknesses have recently been the subject of several initial studies. However, they lack systematic anal-
ysis and are isolated. This survey first presents a general workflow of OWC systems, which consists of three
stages: before signal emission (BSE), during signal propagation (DSP), and after signal receiving (ASV). For
each stage, related risks are reviewed. Then, we summarize existing attacks in optical-related wireless ap-
plications and corresponding counter-attack solutions. Finally, we outline the future trends for improving
OWC security.
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1 INTRODUCTION

The radio frequency (RF) used in wireless communications has drawbacks including limited
low-frequency spectrum band (below 10 GHz), spectrum usage regulations, and severe interfer-
ence among nearby RF access points. High-frequency RF band between 3 kHz and 300 GHz of
the electromagnetic spectrum, such as millimeter and nanometer waves, has been explored for
fifth-generation (5G) wireless communication. Nevertheless, using this RF band is regulated
by local and international authorities strictly. However, there are no strict usage regulations
of the optical spectrum. The optical spectrum also allows 10,000 times more bandwidth capac-
ity than RF-based technology. Optical Wireless Communication (OWC) systems can provide
high-data-rate services from a few nanometers to more than 10,000 km. Therefore, OWC would
be a promising solution for the development of future high-density and high-capacity networks
[1, 13, 25, 31, 45, 87, 92, 128, 151, 157, 159-161].

In recent years, optical wireless applications, which can be treated as part of OWC networks,
have shown their success in many aspects such as remote sensing, vision recreation, high-speed
communication LiFi, Vehicle-to-Vehicle (V2V) networks, and Virtual Reality (VR) the term
abbreviation in this paper is listed in Table 1. In comparison with traditional RF-based wireless
techniques (e.g., WiFi, Bluetooth, LTE), OWC takes the advantage of Line-of-Sight (LoS) propa-
gation and visible to human eyes, and are able to provide secure communications and location-
based services [58, 76, 88, 88, 155]. Because RF and optical signals propagate in distinct man-
ners, OWCs may protect communication security by limiting communication to a specific phys-
ical space and increase throughput by massive spatial multiplexing for high-speed wireless ser-
vices. However, as shown in Figure 1, in reality, this is not totally true. Security risks persist in
three stages in OWC systems, from the traffic source to the sink. For the stage of before signal
emissions (BSE), researchers have investigated the security vulnerabilities such as modulation
schemes [59, 77, 143, 168], coding schemes [21, 44, 154], channel hopping [10, 61, 133], and privacy
leakage [43, 144, 156, 168]. During the optical signal propagation (DSP), eavesdropping at-
tacks [28, 33, 84, 90, 148] and message manipulation attacks [110, 124, 139, 154] can happen. Even
with efficient protections in the first two early stages, risks still exist after signal receiving (ASR)
such as multi-access risks [91, 115, 152, 163, 164] and replay attacks [12, 107, 124, 124, 139].

Despite rising interest in OWC systems and innovative optical wireless applications, existing
investigations focus on specific goals with a wide range of scenarios and applications. The study
into security and privacy risks for OWC networks is still in its early stages. Existing surveys are
mostly for advanced OWC techniques and lack the study of security issues. This survey fills the
gap by focusing on the three stages of OWC traffic from the Source to the Sink that have security
issues, as depicted in Figure 1. Aside from presenting pertinent research of OWC security issues,
we also examine the literature on emerging attacks in optical wireless applications, the most re-
cent counter-attack techniques, and summarize the security problems mentioned in OWC network
standards. Finally, we highlight the challenges in a variety of optical wireless services, as well as
future research directions in secure OWC. We hope to present a comprehensive evaluation of secu-
rity concerns in OWC networks and associated countermeasures, which will enlighten researchers
on how to implement effective safeguards to fully release the great potential of optical wireless
communication in practice.

Survey Organization: The following is how this survey is structured: We begin by present-
ing existing surveys, as well as related studies and our survey’s perspective in Section 2. Next,
we provide the background of OWC network as well as the comparison with traditional RF wire-
less techniques, and security concerns are discussed in OWC standard in Section 3. Furthermore,
we study the security issues in three stages of OWC traffic in Section 4, Section 5, Section 6, re-
spectively. Afterwards, we outline the novel attacks and protection techniques in Section 7. Then,
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Table 1. Nomenclature

ASV after signal receiving NFV network functions virtualization
BSE before signal emission NOMA non-orthogonal multiple access
CSK color shift keying NLoS  none line of sight

DSP during signal propagation OOK on off keying

DDoS distributed denial of service occC optical camera communication
FSOC  free space optical communication OWC  optical wireless communication
LoS line of sight RF radio frequency

LiFi light fidelity VLC visible light communication
LiDAR light detection and ranging vav vehicle to vehicle

MIMO  multiple input multiple output VPPM  variable pulse position modulation

Stages with Security Risks in OWC

Before Signal During Signal After Signal
Emission Propagation Receiving

(Sec 8) open issues and future directions for OWC security

i (Sec 4) (Sec 5) (Sec 6) i

(Sec7) novel attack examples and related countermeasures ’

Fig. 1. The general flowchart of OWC traffic and stages with security risks in OWC.

in Section 8, we discuss open issues and future research directions. We conclude our survey in
Section 9.

2 RELATED WORK AND OUR SURVEY POSITION

The studies on OWC network security and privacy concerns, as well as the related surveys, are
still in their early stages. Existing research [11, 20, 28, 35, 89, 93, 106, 123, 148, 163, 168] on OWC
and its security can be divided into four categories: (1) major emphasis on numerous OWC appli-
cations (e.g., V2V networks, LiFi systems, and OCC), (2) major emphasis on adopted techniques for
specific goals (e.g., beamforming, dimming, MIMO, machine learning, and NFV), (3) major empha-
sis on network architecture and protocols (e.g., physical layer), and (4) major emphasis on attack
types (e.g., jamming, eavesdropping, and spoofing). As detailed in Table 2, OWC security-related
studies are divided into four categories and are focused on a certain application, attack, protocol,
or technique.

The OWC applications are not new concepts, but they are still evolving. For example, the
authors of Reference [31] gave a comprehensive study of current OWC applications and clas-
sified them into five categories: Visible Light Communication (VLC), Light Fidelity (LiFi),
Optical Camera Communication (OCC), Free Space Optical Communication (FSOC), and
Light Detection and Ranging (LiDAR). These numerous applications [6, 19, 22, 26, 32, 39, 46—
48, 54, 57, 80, 82, 86, 109, 113, 114, 116, 137, 165] can be found in a multitude of places throughout
our daily life, including homes, offices, cars, industry, terrestrial, undersea, and space. As a result,
the security of these diverse applications should deliver secure and trustworthy services. Existing
OWTC security research focuses mostly on human-related applications. For instance, References
[35, 89, 93, 106, 168] investigated the security of indoor VLC, LiFi, and smart lights, as shown in
Table 2 and Figure 2.
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Table 2. Some Related Surveys and Our Survey Position

Content main coverage

Paper Venue

Applications Attacks Protocols  Techniques
Zhao [163] 18’ IEEE Access NOMA
Cho [28] 19’ IEEE TIFS jamming beamform
Xiao [148] 19’ IEEE ToComm VLC eavesdropping AI/DL
Arfaoui [11] 20’ IEEE Comm S&T VLC PHY layer
Shaaban [123] 21" WILEY survey VLC PHY layer
Memedi [93] 21’ IEEE Comm S&T Va2X hybrid net
Zhu [168] 177 ACM MobiCom  photograph privacy watermark
Cao [20] 19° ACM SIGSAC LiDAR adversarial
Pan [106] 19> ACM MobiCom QR code eavesdropping secure zone
Maiti [89] 197 ACM IMWUT smart lights privacy
Cui [35] 20> ACM MobiCom VLC side-channel
Our survey  covers all four aspects v v v v
(Tt T T > (Tt T T >
. Traffic i Before Signal During Signal After Signal \ Traffic i
' Source i Emission Propagation Receiving ' Sink
N - 4 (Sec 4) (Sec 5) (Sec 6) | 4
photography VLC / Li-Fi VLC / V2V
QR code QR code photography Applications
Related Work & Indicator light OCC/FSO 0OCC/ QR code
Our Survey ‘
Position privacy leakage eavesdropping jamming
(Sec 2) contaminating side-channel contaminating Attacks
covert-channel spoofing spoofing
PHY layer PHY layer
OWC MAC layer PHY layer MAC layer Protocols
Background 1| Upper layers Upper layers
& security issues
(Sec 3) coding scheme beamforming authentication
modulation MIMO/NOMA access control Techniques
channel hop relay technique hybrid network
""" I I B r Future Directi
N";flt?:t?z:: & | | \Lishield SniffingVLC Light Ear | I ;mgzeﬂzzﬂ‘e’:s
(Sec 7) 1 mQR code mQR code mQR code : (Sec 8)
L e ——— b - -
Traffic Source —— Transmitter ———— Channel ——» Receiver Traffic Sink

Fig. 2. Our survey covers all four aspects in secure OWC networks.

Given the specific attack types, the authors in References [119, 123] thoroughly described the
many hazards in OWC networks, including jamming, polluting, eavesdropping, and spoofing. They
also looked on corresponding PLS techniques for dealing with these attacks. For instance, to im-
prove network secrecy, they advocated integrating different PLS approaches (beamforming, se-
cure zones, friendly jamming, MIMO, and so on). As for specific attacks, the authors of References
[34, 63, 65, 126] discussed jamming attack models and investigated the friendly jamming as the
secure solution. Some novel attacks are listed in Table 2 and Figure 2 as well, including eaves-
dropping [148], privacy leakage [89, 168], side-channel attacks [35], covert-channel attacks, and
SO on.

Given the protocols and network architecture, the major distinction between OWC and RF-
based wireless networks is their medium in the physical layer. The latest IEEE OWC network
standard [1, 120] specifies the network architecture, which includes the PHY layer, MAC layer,
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network layer, and application layer. There are various efforts that take into account the security
issue on the PHY layer as well. As an example, the authors of References [98, 150] presented
an overview of PLS (physical layer security) in VLC and LiFi systems. References [130, 151]
investigated the PLS issues in multiple-users scenario in a 3D space. Some work also suggested
viable solutions [24, 142] to improve the security performance in PHY layer of OWC, such as
managing transmitter angle diversity, MIMO (multiple-input-multiple-output), NOMA (non-
orthogonal multiple access), and so on. In addition to the physical layer, other papers [5, 17,
101, 119] examined security threats in the MAC layer of OWC networks.

Given the sophisticated techniques used in OWC (e.g., beamforming, dimming control, spec-
trum hopping, AI/DL (artificial intelligence/deep learning) approaches, spatial multiplexing,
hybrid networking, and so on), the primary goal of these studies was to promote communi-
cation performance, including throughput, reliability, and security. For example, some studies
[27, 28, 70, 71, 83, 100] have been done on adaptive beamforming algorithms to eliminate LoS
signal blockages to provide smooth and stable communication services or to avoid signal leakages
to eavesdroppers by innovative beamforming designs. Other advanced techniques for secure OWC
are emerging, such as RF/VL (radio frequency/visible light) hybrid networks [11, 29, 97] and
some [28, 93, 106, 148, 163, 168] are included in Table 2 and Figure 2.

However, there are security threats at every stage of the traffic flow, as seen in Figure 1. To the
best of our knowledge, no prior investigation has systematically investigated the security of the
OWC network in this rational manner. Instead of focusing on a single topic, our research covers
all four categories (application, techniques, protocols, and attacks) and organizes them according
to the OWC traffic flow. Figure 2 depicts the content coverage and our survey position. We expect
that this survey will give a comprehensive review of security in OWC networks.

3 OWC BACKGROUND AND SECURITY VULNERABILITIES

In this section, we will first go through the characteristics and features of optical signals in this
section. The network of OWCs is then compared to RF-based networks. We also present OWC
network architecture as defined by the IEEE OWC standard [1]. Finally, we reveal the security
flaws and vulnerabilities in OWC networks.

3.1 Source, Propagation, and Sink of Optical Signals

3.1.1 Modulated Signals as Source. Natural sunlight, starlight, lightning, man-made torches,
candlelight, and modern illumination infrastructures can all be treated as light sources. Humans
use light as a method of communication as well as a source of lighting, as evidenced by ancient
Chinese beacon towers [68, 117]. New types of lamps (e.g., laser lamps, incandescent light bulbs,
fluorescent lamps, LED lamps, Halide lamps, sodium lamps, mercury lamps, cold cathode tubes)
suitable for diverse circumstances are becoming available as lighting technology progresses [145].

OOK: On-off keying modulation is the simplest form of amplitude-shift keying (ASK) mod-
ulation [1]. OOK is applied to RF carrier waves as well as optical communication systems. OOK
represents digital data by the presence or absence of a carrier wave. Bit “1” is represented by the
light being turned on, whereas bit “0” is represented by the light being turned off.

VPPM: Variable pulse position modulation is a new modulation technology that allows for
simultaneous illumination, dimming control, and communication [1]. VPPM is intended for pulse-
width-based light dimming and protects against intraframe flicker. In VPPM, the pulse amplitude
is always constant, and the dimming is controlled by pulse width rather than amplitude.

CSK: Color-shift keying is a visible light communication intensity modulation described in
the IEEE 802.15.7 standard that sends data invisibly by changing the color of red, green, and blue
light emitting diodes [1]. The CSK symbol is produced by combining three color light sources from
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the seven color bands indicated in the standard. The center wave length of the three color bands
on xy color coordinates determines the three vertices of the CSK constellation triangle.

Other modulations: The standard offers six PHY modes to meet the various needs of applica-
tions. PHY | is intended for use outdoors with low data rate applications, with data speeds ranging
from tens to hundreds of Mbps. PHY Il is designed for indoor use with applications demanding a
moderate data rate in the tens of Mbps. PHY I and PHY II both use OOK and VPPM modulation.
As for PHY I11, it is designed for CSK applications that use a variety of light sources and detec-
tors and require data speeds in the tens of Mbps. To accomplish a relatively low data rate, PHY
IV, PHY V, and PHY VI use different modulations with discrete light sources, diffused surfaces,
or video displays. For example, UFSOOK (undersampled frequency shift ON-OFF keying),
Twinkle VPPM (Twinkle variable pulse position modulation), S2-PSK (spatial two-phase
shift keying), HS-PSK (hybrid spatial phase shift keying), Offset-VPWM (offset variable
pulse width modulation), RS-FSK (rolling shutter frequency shift keying), C-OOK (cam-
era ON-OFF keying), CM-FSK (camera m-ary frequency shift keying), MPM (mirror pulse
modulation), AQL (asynchronous quick link), and so on [1].

3.1.2  Line-of-sight Manner in Propagation. Broad bandwidth. The bandwidth of the optical
spectrum is 10,000 times that of the RF spectrum [162]. The light resources cover a broad license-
free spectrum that includes infrared, visible, and ultraviolet light. Optical wireless communication
utilizes the light as the transmission medium for wireless communication. The broad frequency
bandwidth in OWC provides the possibility of robust and secure multiple access. For example, in
the broad optical spectrum, channel hopping methods will enjoy more hopping opportunities.

LoS Propagation. Because the light wavelengths are shorter than 700 nm, they can propa-
gate in a Line-of-Sight (LoS) manner. Unlike radio frequency signals, optical signals propagate
directly across the optical environment from the transmitter (light source) and finally arrive at
the receiver side in Line-of-Sight travel path without passing through the obstacles as the RF sig-
nals. This inherent propagation feature eliminates signal leakage hazards and makes monitoring
and controlling attackers in LoS travel pathways easier. Other than the LoS propagation property,
three other properties can provide physical layer security: simple beamforming, broad bandwidth,
and location-related information.

Location-related information. OWC systems give location-related information due to the
LoS propagation property and the visibility of optical signals. For example, in addition to providing
useful directional information to the ship, the lighthouse’s location can be used to provide location-
related services such as navigation. When compared to RF-based wireless communication, users
can easily detect their own location as well as the transmitter’s location, which is important for
monitoring and inspecting attackers and leakages during communication operations.

3.1.3  Sink for Diverse Applications. There are various OWC technologies, as described in Refer-
ence [31], such as VLC (Visible Light Communication), LiFi (Light Fidelity), OCC (Optical
Camera Communication), FSOC (Free Space Optical Communication), and LiDAR (Light
Detection and Ranging). These OWC approaches have a wide range of applications as well
[7, 72, 80, 112, 146]. For example, OWC techniques can be used in industry, transportation, work-
places, houses, malls, underwater, and space. Depending on the application type and the required
data speed, communication type, and platform, different OWC techniques are employed. Security
issues exist in a variety of applications. As a result, we classify OWC network risks according to
various applications in the manner specified below.

Indoor vs. Outdoor: In indoor environments, attackers can conduct eavesdropping assaults
in the transmitter’s LoS zones without interfering with the process of OWC transfer from the
transmitters to the genuine receivers. Although the walls can prevent optical signal leakage from
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the indoor environment, the attacker can also steal critical data through its RF side channels. When
opposed to indoor scenarios, outdoor conditions, such as sunlight, have considerable optical noise.
However, because the OWC transmitter can generate weak RF signals while transmitting optical
signals, the attacker can still use the RF side channel to conduct sniffing assaults.

Single-user vs. Multiple-users: OCC-based applications are prominent as one of OWC tech-
niques because of the ubiquity of smartphones. For single user services, the majority of OCCs use
Device-to-Device (D2D) communication. Despite the low risk of attacks on the user’s receiver
side, the eavesdropper can still access the optical channel in the same area, for example, to take
images or record videos. Because of its inherent broadcast nature, the VLC is also suitable for al-
lowing a large number of users to access the same optical wireless resource [163]. In the same
enclosed physical space, unauthorized users and eavesdroppers will inevitably obtain raw optical
signals from the open VLC channels.

Static vs. Mobile: The vast majority of indoor VLC systems are static OWC applications, with
the transmitter and receiver remaining stationary during transmission. Other OWC applications in
which the transmitter or receiver is mobile include V2V (Vehicle-to-Vehicle) or V2I (Vehicle-to-
Infrastructure) communications. When opposed to static applications, mobility situations make
it more difficult for attackers to carry out attacks due to the moving placements of the optical
channels and the distorted optical signals.

Terrestrial vs. Underwater vs. Space: OWC devices can be used in underwater and space
settings in addition to most terrestrial applications. In general, terrestrial attacks are less expensive
than underwater and space attacks. Similarly, terrestrial attacks are less challenging than sea or
space attacks. Furthermore, RF side-channel attacks for underwater OWC are useless because of
the substantial distortion and interference caused by sea water.

High-speed applications vs. Quick link services: VLC and LiFi techniques are used to give
high-speed services, whereas OCC provides quick link services. For example, indoor LiFi systems
provide reliable and Mbps-speed access. OCC, however, offers low data rate services that can be
used to provide quick link services for a large number of IoT devices. High-speed applications may
necessitate more secure solutions than quick link services.

3.2 Comparison and Connection with RF Networks

3.2.1 Differences between Optical and RF Signals. Wavelength and Bandwidth. Optical ra-
diation is electromagnetic radiation that has wavelengths ranging from 100 nanometers to one
millimeter. The wavelength range that the human eye can detect is referred to as visible radi-
ation (VIS) and ranges between 400 nm and 800 nm [31]. UV light is optical radiation having
wavelengths less than 400 nanometers. Infrared (IR) radiation has wavelengths greater than 800
nm. Microwave (1 mm-1 m), VHF wave (1-10 m), LF wave (10-100 m), MF wave (100—1,000 m),
LF wave (10 m-1 km), and VLF wave are all examples of RF wavelengths (100 m-10 km). The
bandwidth of optical waves is around 30 PHz, which is 10,000 times greater than the bandwidth
of radio waves (300 GHz).

Propagation. OWC necessitates a direct link between transmitter and receiver. Unlike RF
transmissions, optical signals cannot flow through or around obstacles such as non-transparent
objects. Light’s LoS feature may provide a more secure physical layer than RF-based wireless
communication. For RF signals, there are four propagation modes: (1) Free space propagation, (2)
Direct modes (Line-of-Sight), (3) Surface modes (groundwave), and (4) Non-Line-of-Sight modes.
Lower-frequency radio waves can pass through obstacles such as buildings and plants, but this
is still considered a Line-of-Sight approach. Surface modes are radio transmissions with lower
frequencies ranging from 30 to 3,000 kHz that travel as surface waves following the curvature of
the Earth. Non-Line-of-Sight propagation modes include ionospheric modes, meteor scattering,
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auroral backscatter, sporadic-E propagation, tropospheric scattering, rain scattering, airplane
scattering, and lighting scattering.

Performance Underwater. The performance of optical and radio frequency waves for under-
water wireless communication differs as well. Two mechanisms impede light transmission in wa-
ter: absorption and scattering. As a result of scattering, the quantity of photons captured by the
receiver is reduced. Furthermore, in a murky underwater environment, numerous photons may ar-
rive with delays, resulting in inter-symbol interference (ISI) [122]. RF results in extremely poor
performance for long distance underwater communications, especially over long distances, due
to heavily influenced elements such as multi-path propagation, channel time changes, and strong
signal attenuation (particularly the electromagnetic shielding effect in sea water). As a result, the
RF systems are constrained by the associated short link range [30].

Energy Efficiency. When compared to an RF system, which necessitates energy-guzzling an-
tennae and additional energy for cooling down, optical wireless communication uses the energy-
efficient LED bulbs, and the consumed energy is not only for communication but also for the
simultaneous lighting [55]. Thus, the OWC can provide considerable energy saving. Offloading
traffic from RF networks to optical networks reduces overall power consumption [30].

3.2.2 Common Features between Optical and RF Networks. Despite their distinct physical prop-
erties, optical waves and radio frequency waves have several similarities: (1) They both have the
same propagation speed in the air that is faster than audio waves; (2) they have the same upper
layers in the network architecture with the exception of differences in the Physical layer and the
Mac layer; (3) they are both essentially electromagnetic waves, transverse waves rather than lon-
gitudinal waves like sound waves; (4) the mmWave in the RF spectrum propagates in an LoS way,
similar to optical waves; and (5) except for the VL (visual light) optical spectrum, other optical
spectrum are likewise invisible, similar to RF waves.

3.3 OWC Architecture and Security in Standard

3.3.1 OWC Network Architecture. In contrast to RF-based wireless networks, the IEEE OWC
standard [1] varies slightly from typical wireless networks in that optical transmissions cannot
traverse obstacles such as walls. The PHY layer, which includes the light transceiver and its low-
level control mechanism, and the MAC layer, which allows all types of transfers to access the
physical channel, form an OWPAN (Optical Wireless Personal Area Network) device. Figure 3
depicts these layers in pictorial form.

The upper layers of OWPAN are also illustrated in Figure 3. The OWPAN has a network layer
and an application layer. The network layer handles network configuration, manipulation, and
message routing. The device’s intended purpose is provided by the application layer. The standard
defines two sublayers between the upper layers and the MAC layer: LLC (logic link control)
and SSCS (service-specific convergence sublayer), which serve as bridges from MAC to upper
layers.

3.3.2  Security Discussed in Standard. Devices can be low-cost and have limited processing ca-
pability, available storage, and power consumption; it is not always assumed that they have a
dependable computing platform with rich resources. Communications may involve brief partner-
ships between devices that have never worked together before and cannot rely on a permanent
infrastructure being up at all times.

Because the development and maintenance of trust connections between devices should be han-
dled with caution, these constraints limit the choice of cryptography algorithms, protocols, and
influence the security architecture’s design [1].
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Fig. 3. The OWC network architecture and security discussion in IEEE standard [1].

Furthermore, battery life and cost limits can severely restrict the amount of security overhead
that these networks can tolerate, whereas this is much less of an issue with bigger bandwidth
networks. Because the majority of these security architectural components can be implemented
at higher tiers, they are deemed outside the scope of this standard.

The cryptography mechanism provides particular combinations of the following security ser-
vices: (a) data confidentiality: assurance that transmitted information is only disclosed to parties
for whom it is intended; (b) data authenticity: assurance of the source of transmitted information
(and, thereby, that information was not modified in transit); (c) replay protection: assurance that
duplicate information is detected.

The actual frame protection given can be changed on a frame-by-frame basis, and it allows for
variable levels of data authenticity to minimize security overhead in transmitted frames where nec-
essary, as well as optional data confidentiality. Replay protection is always offered when nontrivial
protection is necessary.

The usage of a key shared between two peer devices (i.e., link key) or a key shared among a group
of devices (i.e., group key) is permitted for cryptographic frame protection. As a result, there is
some flexibility and application-specific tradeoff between key storage and key maintenance costs.
When a group key is used for peer-to-peer communication, it only protects against outsider devices
and not against potentially malicious devices within the key-sharing group.

3.4 OWC Security Vulnerabilities

3.4.1 Risks in LoS and NLoS. Attackers must be inside the victim’s Line-of-Sight (LoS) range
to initiate an assault. This LoS propagation manner of the light blocks the majority of strikes that
are not inside the LoS range. However, in both LoS and NLoS scenarios, there are still threats to
the security of OWC.

Risks in LoS. There are several types of OWC techniques in general, such as visible light
communication (VLC), light fidelity (LiFi), optical camera communication (OCC), free-
space optical communication (FSOC), and light detection and ranging (LiDAR) [31]. They
are different for user cases, application categories, or technique requirements. The data-links in
these OWC systems consist of: the transmitter, the optical propagation channel, and the receiver.
If the attacker or hacker devices are in the LoS range of the data-link, then they still have the
opportunities to steal or infer the user’s privacy and relevant data by a verity of attacks. Due to
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the fact that light signals can not penetrate through walls, we can prevent privacy leakage in the
limited area or room with curtain covered windows compared with RF-based signals. However,
due to the broadcast nature of OWC, the VLC channels are still facing the eavesdropping risks
from unauthorized users accessing to the same room/area illuminated by the LED lamps. Typical
threat scenarios are indoor public areas such as shopping malls, aircrafts, labs, sensitive meeting
rooms, and so on.

Risks in NLoS. Modern Internet-enabled smart light devices, including LiFi, smart-
phones/tablets, smart lamps, and LEDs in display promise energy-efficient lighting and display
function compared with traditional lamps and screens. However, these smart light devices or
displays connected with the Internet also increase the risk of leakage of user’s private information.
These devices enable the fine-grained color and intensity emission that are utilized to carry local
or public Internet data. However, if the attacker is in the range of light-emitting areas, then (s)he
can capture the changing light with light sensor devices. Even if the attackers are not in range
of the LoS of smart devices, they can still perform attacks. They can also install monitoring
virus programs on these devices to create the new channel to steal the raw data from these
“gateways.” Besides the direct visible signals leakage, these smart electrical devices can generate
undesigned RF signals when controlling the light signals, thus increasing the security risks as
well. The light signals are propagated in LoS, however, all the light transmitted from the light
source are not nearly paralleled. Except laser light sources, which can send out paralleling signals,
other light sources such as our daily lamps are mostly the point light source with emissions to
multiple directions. The attackers can capture optical signals in Non-Line-of-Sight areas and it
is modifiable and high-cost to check the existence of attackers in NLoS paths. Even if we can
improve the security level and authentic rules for indoor OWC networks, there still exists the risk
of data leakage from side-channels such as the weak RF signals generated by transmitters in the
process of optical signal controlling, such as turning on/off the lamps. These weak RF side-channel
signals can be captured outside the walls due to RF signals can pass by obstacles and penetrate
the walls.

3.4.2 Attack Types of OWC. To better study the security risks in OWC networks, we classify
the attack types in four methods: attack goals, system structure, application scenarios, and channel
types: (a) by attack goals (i.e., jamming, eavesdrop, spoofing, and DDoS (Distributed Denial of
Service)-based OWC attacks), (b) by channel types (i.e., side-channel attacks and covert-channel
attack), and (c) by system structure (i.e., transmitter side, channel side, and receiver side attacks).

(a) classified by attack goals

Jamming attacks. Jamming attacks are defined as the attacks where malicious nodes block le-
gitimate communication by causing intentional interference in networks [49]. The jammers who
attack OWC systems aim to prevent legitimate communications by adding optical noise and con-
tinuous signals to block the signal receiving at the receiver side. For example, the jammer knows
the receiver’s location and sends optical signals to the receiver to disturb or block the optical sig-
nals emitted from the transmitter, and thus the OWC system can not work and receive the data
correctly. The one example of jamming attack is shown in Figure 4.

Eavesdropping attacks. Eavesdropping attacks are also known as sniffing attacks or snooping
attacks. Eavesdroppers retrieve user information via optical channel or upper layers in the net-
work. The eavesdropping attack typically happens under the usage of unsecured networks, such
as public OWC connections in the shared LoS space. The eavesdropping in OWC and the optical
privacy leakage are pervasive and normal. For example, the eavesdropper can easily take pictures
of sensitive scenes/objects/people in the public area. Also, the eavesdropper can easily intercept
the optical signals without the knowledge of the legitimate users given that the eavesdropper is
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Fig. 4. lllustration of jamming, eavesdropping, spoofing, DDoS, and other attacks.

in the same LoS zone. The eavesdropper can perform eavesdropping attacks in the same room or
outside of room via windows. One example of eavesdropping attack is shown in Figure 4.

Spoofing attacks. In the context of the network security, a spoofing attack means the situation
where a person or program successfully identifies as another by falsifying data. For todays’ OWC
systems, how to guarantee the authenticity of the visible light signals from these light fixtures has
become an urgent problem. The reason is that almost all these light fixtures are without protection
and open to the access by almost every user. Thus, these transmitters in OWC network are subject
to tampering and substitution attacks. As introduced in Reference [23], the attacker can easily
replace an authentic LED by a rogue LED controlled by the attacker to inject spoofed optical signal
into user’s receiver. One example of spoofing attack is shown in Figure 4.

DDoS attacks. Denial-of-Service attacks are characterized by an explicit attempt by attackers
to prevent legitimate use of a service. There are two general forms of DoS attacks: those that
crash services and those that flood services. The most serious attacks are distributed. In OWC
networks, the DDoS attacks can happen in both transmitter and receiver side, especially for duplex
communication scenarios. For example, when the transmitter receives the response from multiple
users, the attackers can flood traffic in the up link to crash the services of transmitter. On the other
side, when the user receives the data from multiple transmitters, the attacker can also flood the
traffic in the down link. One example of DDoS attack is shown in Figure 4.

Other attacks. Besides aforementioned attacks, the OWC systems are vulnerable to other at-
tacks [123] such as message manipulation, reply attack, packet falsification, hijacking, member-
ship falsification, and so on. The attacker’s goal for message manipulation is to violate the in-
tegrity of a message and trick a victim receiver to accept the attacker’s chosen message, while the
sender/transmitter considers the original messages were delivered successfully. In replay attack,
the valid data transmission is maliciously or fraudulently repeated or delayed in the network. Due
to the property that optical signals can be intercepted in the middle of the transmitter and the
receiver, the attacker can also perform massage manipulation and replay attack in OWC networks.
Two examples of other attacks are shown in Figure 4.

(b) classified by channel types

We can also classify attacks by channel types of OWC attacks into side-channel attacks and
covert-channel attacks as summarized in Reference [89]. Side-channel attacks: User’s private
data leaked through optical side-channels in a passive way. Covert-channel attacks: User’s pri-
vate data leaked through optical covert-channels in an active way.

Side-channel attacks. The side-channel attack mainly focuses on power consumption attack,
electromagnetic field attack, and time attack. Power dissipation is one of the most powerful means
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of attack, including simple power analysis attack (SimplePower Analysis attacks, SPA) and
differential power analysis attack (Differential Power Analysis attacks, DPA), compared with
the traditional cryptanalysis, the means of attack effect is remarkable. In the OWC field, attackers
infer the data or media content via capturing the changing light color and intensity. Most attacks
even capture the images of the user’s smartphone or screen to steal private data straightforward.

Covert-channel attacks. Unlike passively capturing users’ private data, covert-channel attacks
carefully control and operate the infrared light or other light unperceived by the human eyes of the
smart bulb or screen of smart devices. This unperceived light to a human can be used as a “covert-
channel” between the user’s light device and the adversary device, which has infrared sensing
ability. The attacker will install a software agent into the user’s light device and then encode and
transmit the private data over the covert-channel to the attacker. Besides, there are no authoriza-
tions for controlling lights on the victim’s smartphone or smart bulbs. Any Trojan installed on a
smart light-emitting device can act as a proxy for this type of attack. For example, the attacker
can utilize a malicious infrared-equipped camera to inject or steal the private data to or from the
air-gapped network. The covert-channel attack enables the victim’s device as a gateway to leak
the private data actively. The covert-channel could be one-way or two-way LoS data exfiltration
or infiltration gateway. The covert-channel could be created by using the infrared spectrum due to
human eyes cannot perceive infrared light. Moreover, the covert-channel can use visible light as
well if the light signals are modulated in high-frequency or specific modulation scheme to make
signal unperceived by victims. After private data transmission via the smart light-emitting device
to the adversary device, the attacker executes the process of adversarial reconstruction. The at-
tacker uses the infrared sensor to observe the victim’s device. The reconstruction performance is
related to the amount of signal attenuation and the optical channel noise.

(c) classified by system structure

Transmitter side. The attacker can perform attacks at transmitter or set the transmitter as
attack object. The attacker can easily install the virus software/program at the transmitter due
to the smart LED lamps are connected to the Internet. Thus, the attacker can conduct attacks
such as message manipulation, reply attack, spoofing attack, DDoS attack, and other attacks at the
transmitter side before the emission of the optical signals.

Channel side. Most attacks in OWC networks are conducted at the channel side. There are
three types for the attacks at the channel side: (1) Attacker is between the transmitter and the
receiver. For example, the attacker put a relay device in the middle of transmitter and the receiver
and conduct replay attack, message manipulation attack, eavesdropping attacks, and so on. (2)
Attacker is in the range of LoS zone of the transmitter. The attacker can perform eavesdropping
attacks in this situation. (3) Attacker is in the range of NLoS zone of the transmitter. The attacker
can perform sniffing attacks via RF side channel out of the LoS zone [35].

Receiver side. The attacker can also conduct attacks at the receiver side or set the receiver as
the attack object. Due to the receivers in OWC networks are mostly the smart devices, such as the
smartphone or PD (Photo Diode)-equipped MCU, the attacker can easily install virus software
at the receiver and perform the replay attack, message manipulation here means tampering of
message.

4 BEFORE SIGNAL EMISSION (BSE)
4.1 Security Risks of BSE in Diverse Applications

Certain applications have always had the security vulnerabilities at the BSE stage. We show three
typical vulnerabilities: (1) photography, (2) bar / QR code, and (3) indicator light as shown in
Figure 5.
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Fig. 5. The illustration of attacks happened in BSE (some pictures are from the Internet with redesign).

Photography. Consumer mobile devices with cameras, such as smartphones, tablets, drones,
smart glasses, first-person recordings, and so on, are now ubiquitous. The proliferation of these
cameras, combined with ubiquitous wireless access, is spawning a new wave of visual sensing ap-
plications, such as online video meeting, life-logging (vlog), live, photo-sharing social networks,
and augmented reality applications [168]. Although camera-related applications create a more con-
venient and open environment that brings people closer together, they also raise privacy concerns
at every moment. In our daily lives, optical signals involving sensitive scenarios, such as movie
theaters, museums, government offices, dressing rooms, and so on, are naturally generated and
emitted. As a result, if there is no physical shelter to stop the signal spread out, then these private
circumstances automatically pose security risks at the stage before signal emission.

Bar/QR code. Barcodes are a universal technique that enables visual data representation uti-
lizing a common series of lines, squares, or dots such as one-dimensional lines and spacing or
two-dimensional dots to represent data [141]. They are popular machine-readable codes in our
daily life. These optical tags function by embedding data in a 2D surface and spreading optical sig-
nals in public space, allowing reader equipment, such as smartphones, commercial cameras, and
so on, to capture and decode encoded data rather than human-readable texts and images for more
communicated data. However, because of the inherent nature of light, these visible codes can be
captured by attackers and used to leak crucial and private data if they are private codes or intended
at single user services, such as payment, access control, personal token, and so on [106].

Indicator light. Various studies over the past two decades have proven unique approaches for
extracting information from victim devices using optical sensors (e.g., photo diodes, cameras) by
leveraging the correlation between the optical side effects of the information and the device used
to deliver the information [103]. Previous studies have examined the risks that a device’s power
indicator LED, with its linear response, may pose to the information given or processed by the
device. Some research used preinstalled malware to create covert channels while modulating the
user’s data, which was subsequently leaked through the indication LEDs [52, 53]. Many applica-
tions in our daily lives are running on devices with LED indications, including the stereo, TV,
computers, displays, cellphones, sweeper robots, wireless headsets, surveillance cameras, and so
on. As a result, on these machines’ side, the security risks exist before the optical signal emission.

4.2 Attacks Happened in BSE

The attacks happened in the BSE stage exist at the transmitter side, as shown below.

Snooping attack. It is reported more than 350 million photos/videos are uploaded to Facebook
every day and over 40 billion photos and videos have been shared on the Instagram platform. These
photos are mostly generated from mobile devices such as our smartphones. Although most people
do not plan to photograph others who do not wish to be photographed, it does occur on a regular
basis. Because these private photographs are freely shared online, it raises privacy concerns and
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opens the door for attackers to obtain private information via online social networks (OSN)
[64]. Many reports have revealed examples of users being fired as a result of sensitive images that
they thought were private but were not. As illustrated in Face/off [64], certain instances illustrate
the privacy problems that exist in our daily situations, allowing attackers in OSNs to view our
private images: (1) the malicious tagger, (2) the silent uploader, (3) the group photographer, (4) the
accidental over-sharer, and (5) the friendly stranger.

Contaminating. The goal of this assault is to pollute the communication channel estimate
phase. The optical wireless communication is based on Line-of-Sight propagation manner and
then it has the great potential for spacing multiplexing such as massive MIMO (multiple input
and multiple output) technology [123]. Although MIMO can achieve high throughput with high
efficiency of energy consumption and spectrum bandwidth, it increases the security risks. MIMO
wireless technology, for example, is extremely vulnerable to pilot contamination attacks [142, 167].
The reason for this is that massive MIMO requires accurate channel state information (CSI)
to pick optimal beamforming. During the channel training phase, a pilot-contamination attacker
could undermine channel estimation by imitating and sending the identical pilot signals as normal
users (LUs). As a result, the attacker may get an unfair advantage during the next communication
phase [67]. In addition to massive MIMO, NOMA (non-orthogonal multiple access), which can
improve spectrum efficiency, is vulnerable to a pilot-contamination assault at the BSE stage [41].

Covert-channel attack. Several out-of-band covert channels have been developed in recent
years, demonstrating the possibilities of leaking data out of computers without the requirement for
network access. One of the earliest types of covert channels studied was electromagnetic radiation
from the electrical devices such as keyboards, computers, embedded systems, and so on [74, 75,
140]. Other types of covert-channel attacks happening via both acoustic and thermal have also
been studied [51, 56]. On the transmitter side, the attackers can preinstall the virus or program
to modulate the signal (e.g., electromagnetic radiation, audio signals, or optical signals). Thus, the
attackers can steal the vital data. One example of the optical covert-channel attack [50] takes
advantage of the limitations of human visual perception to conceal sensitive data encoded in high
frequency on the computer screen.

4.3 Security Protocols in BSE

The transmitter, which receives traffic from the Internet or LAN via the upper layer, is where
the bulk of security flaws in the BSE stage are found. The MAC layer controls and divides the
optical traffic between the various users. Finally, optical traffic with error correction, encryption,
and different assigned resources is released by the PHY layer. The work of BSE and related security
standards are outlined here.

PHY layer. Physical layer security in the information-theoretic approach, which covers topics
such as trusted communication zones, artificial noise production, beamforming techniques, and
PHY-based secret key generation, is the most established security-related study field in VLC
[11, 15, 101]. The fascinating addition of Physical Layer Security (PLS) to cryptography-based
security provides a second secrecy layer that is demonstrably impenetrable regardless of the
computational capabilities of the attackers. PLS is a compelling substitute for simple standalone
secrecy solutions for hardware- and/or energy-constrained systems, such as Internet of Things
applications. Authors in Reference [101] designed a secure MIMO-VLC with adaptive emission
controlling of cells in PHY layer.

MAC layer. For MAC-level security, the IEEE 802.15.7 standard employs symmetric-key
cryptography. For example, the authors in Reference [101] proposed the modified Rivest-
Shamir-Adleman (RSA) encrypting for media acess control. The standard does not include key
creation and management processes. Frame protection is implemented as follows at the MAC
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level: For peer-to-peer communication, (1) a “link key” used solely by the peers is used; (2) for
communication between a group of devices, a common “group key” is used. This technology
allows for some flexibility and application-specific tradeoffs between the expenses of key mainte-
nance and storage and the security it offers [1, 15]. Furthermore, the media switch protocol was
proposed in the heterogeneous LiFi-WiFi system for supporting secure communication [11].

Upper layers. All wired and wireless networks, including VLC systems, are using the OSI pro-
tocol stack, which is composed of the physical layer (PHY), media access layer (MAC), net-
work layer, and other layers. Because the physical properties of light communication media are
primarily represented in the two bottom layers, the PHY and MAC, most security work in OWC
concentrates on these two layers. However, because different OWC applications do not typically
use RF technology, a number of researchers are looking into several higher layer security protocols
[15]. Turan and Ucar addressed and explored important security challenges affecting VANETS in
their work. These issues were classified according to the layer they affected: application, system,
and network. In addition, the authors suggested and investigated a “SecVL” protocol designed for
secure data transmission in a hybrid VLC/DSRC configuration [93].

4.4 Protection Techniques in BSE

For security vulnerabilities that exist prior to optical emission at the transmitter side, the basic
idea for protection is to make decoding the optical signals more difficult, such as encrypting QR
codes, blurring or adding an optical shield to private scenes, friendly adding optical noises at the
transmitter side to make attackers fail to decode the data. We show three kinds of protection
techniques: (1) coding scheme, (2) modulation, and (3) channel hopping as shown in Figure 6.

Coding scheme. Optical codes or tags embed data into 2D images such as various bar codes
and matrix codes. The security level at the BSE stage will be enhanced if the coding scheme uses
encryption codes that only the receiver can decipher. As discussed in Reference [73], we can up-
grade the coding scheme for QR code applications to improve security: (1) examine how difficult
and expensive it is for altering the original code; and (2) integrate digital signatures into standards
of QR codes to confirm the code’s creator and then determine if updated QR codes are legitimate.

Modulation. Modulations used in OWC systems include OOK, PWM, PPM, VPPM, CDMA,
OFDM, FSK, and others [16]. The complexity of modulation increases the difficulty of decoding
them considering the eavesdropper with infinite computational power [59]. In addition to increas-
ing the complexity of the modulation scheme, we may also add modulated optical noise to reduce
the quality of the images to preserve privacy, as the frequency scrambling-based OOK modulation
waveform in the LiShield [168]. In References [59, 66, 95], to improve the physical layer security
at the BSE stage, the authors suggest using optical space shift keying modulation (OSSK). In
Reference [85], the authors propose to apply the chaos-based constellation rotation (CCR)
method to CSK (color shift keying) modulation scheme. Because chaotic sequences are non-
periodic and sensitive to the beginning value, the rotation pattern changes dynamically, making
it impossible for eavesdroppers to recover information in real time in high-speed VLC systems.
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Channel hopping. Channel hopping is a technique to switch the used spectrum band in com-
munication. We may also transmit optical data using a channel-hopping technique that is only
known by the receiver and the transmitter in a dynamic spectrum of color bands. Because of this,
even if the attackers succeed in capturing the optical signals, they will not be able to properly de-
code the data. This type of security method makes use of the wide optical spectrum bandwidth. As
discussed in Reference [8], the authors investigate the hyperchaotic baseband frequency hopping
based optical orthogonal frequency-division multiplexing VLC system, which can enhance the se-
curity in VLC network at the stage of BSE. To increase the cost and difficulty of eavesdropping for
attackers, they employ a four-tiered encryption strategy that incorporates chaotic frequency/time-
domain scrambling of OFDM subcarriers.

5 DURING SIGNAL PROPAGATION (DSP)
5.1 Security Risks of DSP in Diverse Applications

The security risks in the DSP stage exist in numerous applications when the light propagates in
the air. We list three classic vulnerabilities below.

VLC/LiFi. VLC systems have been designed and deployed for both indoor and outdoor use. A
wide range of communication services are provided today via radio-based WLAN and Personal
Area Networks (PAN), and some indoor applications, such as LiFi indoor lighting, may be compat-
ible with these networks [18, 54, 109]. VLC techniques are thought to perform better than conven-
tional radio-based communication techniques in security, for instance. Optical signals are believed
to offer a secure path for data transfer inside of a building because of their Line-of-Sight propaga-
tion, making the data impossible to capture from the outside. However, as shown in Reference [33],
attackers inside the same physical zones and space can still readily spoof optical communications
using open and public optical channels. Additionally, because of the shared nature of the optical
medium, the attacker is also able to conduct denial-of-service (jamming) attacks.

Bar/QR code. As introduced in Section 4.1, the displayed Bar/QR codes at the transmitter side
can be easily captured by anyone in the reading code zones while the optical signals are propagat-
ing. Machine-readable optical tags including barcodes and QR codes are widely utilized in daily
life. The supermarket checkout systems made the barcode a commercial success. One of these ma-
trix codes is the QR (Quick Response) code, which is widely utilized in a variety of applications
such as mobile payments, social E-cards, electronic tickets, access control, and so on [136]. Some
of these optical codes have encoded passive and static data that is accessible to the public, such as
connections to commercial advertisements. The majority of these codes, however, pertain to pri-
vate information, such as payment codes and access control IDs. If the attacker obtains these codes
in the same zones without the authorized users realizing it, then he or she can act as though they
are entering the building, checking out for a mobile payment, and other activities, as demonstrated
in Reference [106].

OCC/FSOC. OCC, or optical wireless communication based on a camera, is a technology that is
gaining popularity as smartphones and commercial cameras become more prevalent. Free space
optical communication (FSOC) disperses optical signals in free space over a significant commu-
nication range. If the optical connection is not encrypted, then attacks will take place whether the
users and the eavesdropper are inside or outside of a building. For instance, the attacker can easily
track and decode the propagating optical signals using the most reliable and straightforward mod-
ulation OOK-based OCC/FSOC. Bar/QR code-based communication can be treated as one type of
OCC. If the data embedding and decoding protocols are openly available, standardized, and used
by many people, and if bar/QR code images captured by unauthorized users indicate optical data
leakage via the optical channel.
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5.2 Attacks Happened in DSP

If the optical signals are accessible to anyone without authentication and public to all, then attacks
during the DSP phase can take place. We show three typical attacks below: (1) eavesdropping, (2)
side-channel attack, and (3) spoofing attack.

Eavesdropping. VLC/LiFi is susceptible to eavesdropping even though it is more secure by
nature, because light cannot pass through walls or objects and is blocked. Other than goal-based
communication systems, other content-related lights, such as multimedia-visualization [89], would
provide optical signals with a strong connection to private information. The attackers are able to
determine the user’s preferences for music and videos based on these easily captured LEDs. The
attackers can easily eavesdrop on VLC not just from inside a room, but also from outside, or even
from a flower pot next to a window, as shown in Reference [33].

Side-channel. In particular, the basic modulation OOK-based OWC transmitter emits an RF sig-
nal that can be seen as a side channel when it transmits optical traffic and results in data leakage
through the walls [35]. In the aforementioned multimedia-visualization applications, the transmit-
ter emits signals that go through the door and bounce off of surfaces, such as windows, walls,
glasses, and other elements. These surfaces can also be regarded as side channels if they exhibit
weakly reflected optical signals or other types of variation signals, including shape change.

Spoofing. Attackers can use an additional optical source to transmit the spoof signal to
the receiver either with or without the real optical signals during optical signal propagation
in free space. For example, the authors in [79] uses optical light to detect human postures
as illustrated in Figure 7, there is an additional rogue LED on the ceiling in addition to the
genuine LED light source. The same goes for created human shadows and light signals. Since
the attack takes place at the signal level during signal propagation (i.e., the shadow) and no
logical data is involved in the process, cryptography-based countermeasures are ineffective in this
scenario [23].

5.3 Security Protocols of DSP

The optical channel and the PHY layer together account for the majority of the security flaws at
the DSP stage. The work of DSP and related security protocols are outlined below.

OWC systems must be protected against eavesdropping, since OWC can transmit sensitive per-
sonal information. One simple method is to use WiFi-specific off-the-shelf security measures, such
as the cryptographic-based MAC-layer security methods described in the IEEE 802.15.7 standard.
Cryptography-based security approaches are efficient if the secret key is unknown to unwanted
receivers and the computational capacity of the undesired receivers is limited. The scarcity of these
strategies, as detailed in References [60, 102, 111, 149], comprises inefficient key distribution, key
exposure potential, and decryption potential. Cryptograph techniques are therefore only condi-
tionally secure. However, physical layer security (PLS) offers theoretically supported security
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and is a workable strategy for protecting OWC systems. In mQR code [106], authors utilize the
varied moiré pattern capturing at different spatial locations during the signal propagation state
and propose PHY protocol to generate secure zones. The authors in Reference [127] utilize the
Reflective Intelligent Surface (RIS) technology and proposed for active jamming protocol to
block the eavesdropper during the optical signal propagation stage.

5.4 Protection Techniques in DSP

The fundamental concept of protection for security concerns that arise during optical signal prop-
agation is to regulate the channel, such as by setting secure zones, beamforming, MIMO, and re-
laying to prevent eavesdropping. We show three kinds of protection techniques: (1) beamforming,
MIMO/NOMA, and (3) relay in DSP stage below.

Beamforming. Beamforming technology manages the wireless signals to direct toward a spe-
cific receiving device. There is always a chance that someone could wiretap the information signal
in the air in crowded, vast spaces, such as workplaces, libraries, and shopping centers. Beamform-
ing techniques in OWC regulate the optical signals’ field of view (FOV) to concentrate their emis-
sion zones and boost the transmitted signals’ SNR. In contrast to RF signals, which have longer
wavelengths, optical signals can more easily be controlled to produce paralleled optical beams.
Thus, the hazards of data leakage can be eliminated and optical signals can be restricted to tiny
zones used exclusively by receivers. By turning a non-convex optimization problem into a man-
ageable quasi-convex search problem, for instance, the authors in Reference [100] constructed and
solved the beamforming weight vector that maximized the feasible secrecy rate.

MIMO/NOMA. MIMO, abbreviated multiple-input, multiple-output, is a technique that uses
several components on both the TX and RX sides to increase system capacity [129, 134]. Addition-
ally, MIMO demonstrates its significant potential to improve wireless communication’s conceal-
ment. Physical layer security is possible for OWC systems, thanks to MIMO transmission using
multiple optical channels and spatial modulation techniques [96, 105, 129, 147]. To improve en-
ergy efficiency and confidentiality, MIMO can be used to deactivate some transmit units due to
the various user services and broadcast nature of optical media. Nonorthogonal Multiple Ac-
cess (NOMA), one of the fundamental technologies for the next generation of communications,
has drawn significant research interest worldwide [38, 40]. NOMA has the inherent ability to pro-
vide wide connection, which opens up the option of security management by allowing several
users to share the same frequency or time resources while being segregated in the power domain
or other domains.

Relay technique. Relaying is to receive, amplify, and forward the wireless signals with the relay
to extend the communication range. Relaying-based mixed RF/FSOC systems have been researched
for physical layer security. The FSO link is very susceptible to aiming errors and air turbulence
despite its many benefits. The hybrid radio frequency (RF)-FSO system grabbed the interest of
numerous researchers worldwide to overcome these problems [2, 3, 121]. Relaying methods are a
practical way to enhance secure communication networks [42, 78, 104]. In the uplink scenario, data
signals are transmitted from users to a relay node through an RF link, where they are converted
to optical signals, multiplexed, and transferred to the data center via an FSO link. In the downlink
scenario, information signals are delivered to the relay node via an FSO connection, where they
are converted to RF signals and sent to users over an RF link.

6 AFTER SIGNAL RECEIVING
6.1 Security Risks of ASR in Diverse Applications

Here, we list three common vulnerabilities that may be found in applications at the ASR stage.
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Fig. 8. The illustration of attacks in ASR (some pictures are collected from the Internet with redesign).

VLC. VLC is commonly thought to be a more secure wireless technology than RF-based wire-
less communication due to the unique physical propagation characteristics of optical signals [15].
However, VLC systems still hold many risks once a signal is picked up by a receiver. Jamming
attacks can cause oversaturation of a signal and cause a receiver to not properly receive valid in-
formation. An attacker can conduct jamming attacks either through an additional light source or
through hijacking an existing valid transmitter [15]. VLC systems are also vulnerable to replay
attacks. An attacker can pick up an old signal and replay that signal to the receiver, masquerading
it as a new signal. The receiver then uses this new signal, which can have potentially catastrophic
effects on the system. Similarly, an attacker could receive a new signal and modify its data before
propagating it to the receiver, causing the receiver to use malicious information [138].

Photography. With nearly everybody carrying at least some cameras on them at any given
moment, security against illegal photo-taking has become much more difficult. Private photos can
be taken from anywhere and spread online, where they will then be difficult to remove. How to
address this problem is a relatively new topic. One novel solution to protect privacy could be found
within facial recognition. By creating a central database of faces or by wearing clothing with some
form of optical tag on it, people could pre-define their appearance in online shared photos. Upon
a picture being taken with a cellphone, the cellphone will run it through the central database,
which will analyze faces/tags present and determine who is in the photo. Upon the participants
being identified, the system can protect their privacy, including facial blurring and restricting
their names or other information from the post [37]. While this system will not protect from
illegitimately taken photos by non-persons, it is an invaluable defense for people’s privacy on the
receiver side of picture-taking.

OR code. QR codes provide a significant security risk to OWC networks. QR codes are excep-
tionally easy to produce and be attached on objectives. They can easily be placed on stickers, shirts,
posters, and so on [73]. Therefore, a malicious QR code can also be placed anywhere with no indica-
tion that it will have negative effects on a user. A scan of a malicious QR code by a user’s cell phone
could lead the unknowing user to a malicious website. This website could download malicious files
onto a user’s device without awareness. Similarly, it could inquire for login credentials or other
private information. This process, also known as “phishing,” could cause untold damage to victim’s
life, as the attacker now has full access to their account to a real website as well as their username
and password combination, potentially allowing the attacker access into other websites [132].

6.2 Attacks Happened in ASR

The attacks happened in the ASR stage exist at the receiver side, as shown in Figure 8.
Jamming. Jamming attacks are a prevalent issue in OWC security. In a jamming attack, a ma-

licious transceiver sends confounding light signals towards a valid receiver. The attack goal is to

flood the receiver with a higher illumination than the valid signal being sent, introducing noise
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in the signal. The BER of the received signal will be too high for the user to effectively utilize it.
It is a denial of service attack for OWC systems. There are several ways an attacker can send a
jamming signal. A standard undirected source could be used, but that would be detectable by the
user. Thus, a highly directed transmitter is more desired, as it would be more difficult to pick up.
Alternatively, the attacker could hijack part of the existing valid transmitter system [18]. However,
jamming attacks are able to be detected to some extent. Using cooperative detective techniques
and several cooperating LEDs can achieve 91% detection accuracy [108]. If they can be detected,
then perhaps jamming signals can be less impactful on a system.

Contamination. Contamination attacks occur when valid data is contaminated with invalid
data by an attacker such as attacks within optical codes/tags. Malicious barcode/QR codes can be
devastating to a system, as they can link an unknowing user to a website to download software
silently or steal login credentials. Malicious barcodes and QR codes can contaminate legitimate,
normal barcodes and QR codes, making it challenging for users to determine which barcodes and
QR codes to trust. In a barcode attack, a smaller barcode can be hidden and pasted onto a normal,
legitimate QR code without users’ awareness. Some phones are redirected to the normal QR code’s
website, while others will be brought to the malicious website. Thus, it makes the attack difficult
for investigators to reproduce and helps the attack stay hidden [9, 36].

Spoofing. Spoofing attack is an issue in virtually all wireless communication systems. Spoof-
ing attack happens when an adversary pretends to be a different valid entity, tricking the user
to believe they are something else. As an example, packet falsification occurs when an attacker
obtains a legitimate packet from a legitimate sender and changes its contents before sending it to
the intended recipient. When the user receives the packet, he/she believes it is an unaltered packet
from a valid sender and then uses the modified information, which could have disastrous results.
Another similar type of attack is a replay attack, where an adversary saves an old message from
a valid source. Instead of modifying this message, the adversary later sends the old message to
the receiver. The receiver will interpret this old message as a new message from a valid sender
and use its contents as though they are fresh. This would have similar repercussions as the packet
falsification attack, as the receiver will use incorrect data as though it is new [138].

6.3 Security Protocols of ASR

The receiver, which will receive light signals from either legitimate senders, physical markers such
as barcodes or QR codes, or malevolent entities, is the source of the bulk of security flaws in the
ASR stage. The PHY layer receives transmissions and verifies the validity of the data; the MAC
layer decrypts data and checks for problems; and ultimately, the application layer implements
higher-level security mechanisms.

PHY layer. The physical layer is potentially the most unique aspect of OWC systems. Chaffing
and winnowing can be used in the PHY layer. It involves the transmitter sending several fake
packets to confuse potential eavesdropping receivers. The valid receiver, in turn, will figure out
which packets are fake and ignore them, piecing together only the real packets [118]. Similarly,
jamming also occurs on the PHY layer. Friendly jamming can harm an eavesdropping receiver
by creating interference, thus making it difficult for them to listen in. Meanwhile, a valid user
will suffer little to no adverse effects and only use the legitimate signals, as they will be able to
ignore the interference [99]. The PHY layer will also provide some authentication. Using binary
hypothesis testing and a sender’s DC channel gain, OWC systems can deduce valid senders and
invalid senders and ignore invalid communications [63].

MAC layer. The MAC layer, like that in RF systems, protects data integrity and confidentiality
by using cryptography. Thus, it contains the details of key encryption and decryption. The receiver
will decrypt received signals using symmetric key decryption, meaning both the transmitter and
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receiver use the same key. Key generation, however, is done on higher levels [14]. Several crypto-
graphic strategies have been modified to fit OWC communication, including Caesar cipher wheel
encryption and quantum cryptography [4, 125]. Unfortunately, like many RF systems, some MAC
headers are not encrypted, meaning any malicious receiver that picks up the signal could poten-
tially learn confidential information [15].

Upper layers. The upper layers of the OSI contain many beneficial security protocols. The up-
per levels are responsible for symmetric key creation and management, which is essential to keep
any wireless communication’s integrity and confidentiality intact [14]. Additionally, the upper lay-
ers handle data manipulation such as stenography. After the receiver gets a message, the message
is passed to the upper layers, which will then decode the hidden stenograhpic messages within.
These stenographic messages will be undetectable to malicious receivers, ensuring secrecy [16].
OR code attacks can also be detected at upper layers. The future of QR code defense could rely on
Al systems that can detect if a scanned QR code contains a malicious link. The link’s URL will be
analyzed and recognized by the Al system. The Al approach (dubbed barAl) can detect malicious
barcodes with a success rate of 90.243% [9].

Comparisons of Security Protocols in BSE, DSP, and ASR. In BSE stage, the secure proto-
cols focus on the improvement of transmitter itself with effective techniques in PHY, MAC, and
upper layers. Similarly, the secure protocols at ASR stage focus on the enhancement at receiver
itself about signal perception, demodulation, and media access authentication in PHY, MAC, and
upper layers. In contrast, the goal of security protocols in DSP stage is to attack the attackers such
as eavesdropper, jammer, and so on, via additional devices (e.g., RIS, interference unit) or functions
(e.g., MIMO, moiré pattern) instead of enhancements at transmitter/receiver.

6.4 Protection Techniques in ASR

For security vulnerabilities that exist after optical signals receiving, the basic idea for protection
is to enforce a proper authentication system to prevent rogue transmissions, provide strong ac-
cess control to keep malicious entities from accessing important systems, utilizing hybrid RF/VLC
networks to broadcast data on multiple channels. We show three protection techniques below: (1)
authentication, (2) access control, and (3) hybrid networking in ASR stage.

Authentication. Authentication is a mandatory procedure of any wireless system, as it en-
sures that only allowable users operate a system. Currently, authentication on the PHY layer is
done through feature-based authentication. A receiver looks at a sender’s DC channel gain to use
it as a fingerprint. A receiver can use a strategy called binary hypothesis testing to attempt to
discern between valid transmitters and invalid transmitters. However, it is possible to happen for
missed detections, accepting invalid signals as valid, false alarms, and declining valid signals. To
avoid the aforementioned problems, a new method of separating the authentication process in two
phases has been proposed. In the first phase (training), the valid transmitter sends to the receiver,
and the receiver learns the specific features of the transmitter. In the second phase (testing), the
valid transmitter and any attackers can send at the same time. Since the receiver knows the fea-
tures of the valid sender, it will be able to authenticate the valid transmitter and ignore invalid
signals [63].

Access control. One of the most unique characteristics of OWC is the dominance of Line-
of-Sight signals. Unlike RF signals, OWC signals largely need to have a direct LoS between the
transmitter and the receiver [15]. This gives the OWC system a great level of control over who
accesses it. For a rogue transmitter to communicate with a valid receiver, it must be within the
same room and, often visibly, projecting light towards it. Due to this, it can become difficult for a
rogue transmitter to access a receiver without being detected [18]. This makes it one of the greatest
defenses of the OWC receiver. Unfortunately, it is not perfect, as many different light sources in
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one area can still create interference even if they are all legitimate and simply sending data to a
variety of receivers. A single receiver may be able to pick up well over 30 transmitters, which will
certainly result in channel interference [94].

Hybrid network. RF and VLC hybrid systems are incredibly valuable, since they can combine
the wide range support of RF and the small range efficient transmission of VLC. A security strat-
egy could be to transmit data over both optical and RF channels at the same time to one receiving
device that can accept both. Thus, the receiver can aggregate both for the complete message. Eaves-
droppers would need to be able to accept both as well, as if they can only receive one data type,
then they will not be able to complete the message [11]. Similarly, this hybrid protection could
extend to key generation as well. Encryption and decryption keys could be split into many pieces
that are then sent over VLC transmitters. A valid receiver within all transmitter ranges will be able
to piece the key together, where eavesdroppers who are out of range of any transmitters will not
get that transmitter’s respective part and remain unable to create the key. This key could then be
used for further RF communication [15].

7 NOVEL ATTACKS AND PROTECTIONS

Following the analysis of the security concerns in the three stages (i.e., BSE, DSP, and ASR) of OWC
traffic in Section 4, Section 5, and Section 6, we present detailed novel examples of attacks during
these three stages and their related countermeasures in this section, as shown in Figures 1 and 2.
We select Light Ear (attack in ASR) [89], SniffingVLC (attack in DSP) [35], and the camera-related
privacy leakage in LiShield (attack in BSE) [168] and mQR code (attack in BSE, DSP, and ASR)
[106] as the novel attack examples. We also report the related protections proposed in LiShield
[168] and mQR code [106].

7.1 Novel Attacks

7.1.1  Light Ear [89]. In Light Ear, authors explore smart bulbs LIFX and Phillips Hue bulbs.
They both support multimedia-visualization by apps such as Light DJ. When users turn on the
multimedia-visualization system, smart bulbs will change or modify the brightness/color in real-
time based on the feature of audio or video. In audio-based visualization, brightness change is used
to reflect the ambient sound levels or output the music directly. For video-visualization, color and
brightness are related to the primary color and brightness level of the current video frame. The
adversary’s goal is to passively infer medium content of target users by visually eavesdropping
the output of smart bulbs.

As shown in Figure 9 (a), for the audio inference threat, there are two fundamental observations
in the effect of sound on bulb brightness: (i) higher audio amplitudes make the bulb generate more
brightness fluctuations; (ii) for a given song, it has a unique luminance-profile, which differs from
other songs. The author designs the audio inference framework based on audio-visualizing light
properties. It has four main steps: (a) the attacker within the LoS range of smart light captures the
luminance-profile when the target user plays the audio files; (b) normalizing the luminance file
to achieve invariant amplitude during similarity search; (c) create a reference library of different
songs based on the normalized luminance file; (d) similarity search and song match. For the video
inference threat, there are similar observations as audio inference threat: (i) RGB colors outcome
from the bulb have a relation with the current frame of the video. (ii) For different video samples,
they have specific RGB color-profiles. Compared with an audio-based threat, the video inference
threat utilizes the color-profiles instead of luminance-profiles. The video inference framework is
(a) capturing color-profile of different video samples; (b) normalizing the color and interpolation;
(c) creating a video reference color-based library; and (d) running similarity search in library and
video match.
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Fig. 9. (a) Audio/video inference attack framework; (b) Smart light-based covert-channel attack [89].

7.1.2  SniffingVLC [35]. As we introduced before, the optical signals in OWC could not propa-
gate through blockages such as walls due to their extremely high frequency. This feature makes
OWC more secure than RF-based wireless communication in indoor environment, because attack-
ers have much difficulties to sniff data via optical channels. However, as investigated in Reference
[35], even when the attackers are blocked with non-transparent walls, they can still steal the trans-
mitted data from the indoor transmitter. The reason is that when the transmitter emits visible light,
it also leaks “side channel signals” that can be captured by eavesdropper outside.

In OWC, intensity-based modulations are usually adopted, such as On-Off Keying modulation,
in which On status denotes bit “1” and Off status denotes bit “0.” The On/Off switching of the
light source causes the change of current flow in the power line of the transmitter. This changing
current at the transmitter could cause the a variable magnetic field in the air and this changing
magnetic field can induce an electromotive force at the attackers’ receiver. The authors in the paper
conducted comprehensive field experiments with commercial devices. The results show that with
the copper coil as the receiver, authors can simultaneously sniff multiple VLC transmissions even
at 6.4 meters with one wall between transmitter and their sniffing devices.

7.2 Camera-related Privacy Leakage

7.2.1 LiShield [168]. Cameras are pervasive in today’s consumer mobile devices such as tablet,
smartphone, portable cameras, drones, smart glasses, and so on [158, 168]. These ubiquitous
devices paired with pervasive wireless access increase the risk of the leakage of humans’ pri-
vacy and sensitive object via maliciously capturing images or videos. Due to the easy process
of photo-sharing applications such as Wechat, Facebook, Instagram, Twitter, there are bunch of
photos/videos are and uploaded online with a simple one-time permission from the users. Privacy-
sensitive scenes often occur in the enclosed indoor environment (e.g., theaters, hospitals, bath-
rooms, government office, dressing rooms). In LiShield, the attack goal is to passively take a photo
of the private scene using a rolling shutter camera. They did the experiment based on multiple
scenes such as the document, human face, glass, keys, and paint. The experimental setup is shown
in the left of Figure 10.

7.2.2  mQR Code [106]. In mQR Code, the attacker wants to take a photo of the QR code shown
on the victim’s smartphone screen. Then, the attacker will present this snap QR code to the retail
system for payment. The attacks mentioned in both papers (LiShield and mQR Code) are direct
and do not infer private data from visible light. They can also be treated as side-channel attacks,
because attackers steal private data in a passive way by capturing photos. The attack models in
mQR code [106] are the forms of Replay attacks and Synchronized Token Lifting and Spending
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(STLS) attacks. The attacker secretly obtained the QR code from the victim’s screen via the optical
channel, especially visible light channels. The attack model is shown in the right of Figure 10.

7.3 Novel Protections

Covert-channel always requires additional software agents installed at the victim’s device. It in-
creases the difficulty of attack. As mentioned above, the side channel is the most popular attack
modality, mainly for smartphone-based optical wireless communication such as screen-camera
communication. We next introduce two novel privacy protection techniques: LiShield and mQR
Code. These two secure solutions are both to interfere and obstruct the side-channels to prevent
capturing images by cameras (especially cameras on smartphones).

7.3.1 LiShield [168]. The adversary model here is that the attacker wanted to take photos or
videos of privacy-sensitive scenes that have only the consumer smartphones with rolling shutter
cameras. (S)he can fully control the parameters of the camera, such as exposure times, rolling
shutter sample rate, ISO setting, and so on. LiShield provides a similar illumination of standard and
non-flicker office lighting. Due to the attackers not knowing the parameters of LiShield, the cap-
tured image will have blank strips or be overexposed, which causes distorted color. The distorted
photographs prevent the disclosure of private information. However, the authorized user knows
the LiShield parameters. Therefore, the authorized user can set the camera parameters to match
the LiShield parameters to recover the clear picture or video without any strips or distortion.

However, there are some challenges here for LiShield: (1) if the attacker guesses the LiShield
parameters by brute-force search, then the protection of LiShield will be invalid; (2) if the ambient
light gets strong enough, then the On/Off of LiShield has no difference to attacker, since the bright-
ness of the scene is dominated by the ambient light; (3) if the scene is static, then the attacker can
record a video containing multiple frames to get rid of the strip effect, and so on. To address these
problems, the author did preexperiments and had some observations: (1) there should be more than
a single frequency for LiShield to ensure the robust protection; (2) LiShield should use a specific
range of parameters to maximize the image quality degradation such as moderate duty cycle, high
peak intensity, and long exposure time. Based on the observation and analysis, LiShield uses some
countermeasures to these potential attacks, such as using frequency scrambling and illumination
intensity randomization to combat the brute-force search, using barcode embedding to combat the
online-delivery of the private image in the strong ambient light scene.

As for authorized users, LiShield should guarantee the good recovery of image whatever the
static or dynamic scenes. To confirm the effectiveness of LiShield for disrupting the attacker and
allowing the authorized users, LiShield designs barcode with multiple frequencies in each photo
as well. The goal of the barcode is to encode the ratio of different frequencies. The ratio could
be the digital information such as “no delivery” for images captured by attackers and “sharing
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Fig. 11. mQR Code encrypt original QR code by exploiting nonlinearity of spatial frequency [106].

allowed” for images captured by authorized users. The barcode type depends on the light-medium
of LiShield. It can be a monochrome barcode or an RGB barcode. LiShield adopts the multiple
frequency pairs to improve the robustness and redundancy of the embedded barcode. The experi-
ments show that using smart-LEDs and specific waveform successfully stops the privacy leakage
in the indoor environment. The author implements and verifies the robustness and effectiveness
of the LiShield system. Based on the analysis above, LiShield is one of the security solutions to
combat the side-channel attacks, which prevents the capturing of private images in the LoS range
of the victims.

7.3.2  mQR Code [106]. In the area of mathematics, physics, and engineering, the spatial fre-
quency is characteristic of any structure that is periodic in space. The spatial frequency is a quan-
tity that describes the frequency of the sinusoidal component of the unit length determined by the
Fourier transform. The ST unit of spatial frequency is the number of cycles per meter. The authors
of mQR Code use the bi-dimensional (2D) spatial structure, including a curvilinear pattern. It
can be described in frequency and phase terms as follows:

m(x,y) = p(p(x,y)), (1)

where m(x, y) denotes the magnitude level at the location in 2D coordinate space, p is the periodic
function of the frequency of the pattern, and ¢(x, y) is the phase function denoting the angle of
the pattern. There will be an additional visible layer (moiré pattern) generated when two optical
spatial patterns overlap due to the nonlinear interaction of two patterns over the original image.

In mQR Code [106], the author developed a novel QR code, mQR Code, to combat the attacks
in QR code-based screen camera communication. They explore the spatial frequency and exploit
the nonlinearity of spatial frequency as the camouflage pattern of QR code. When the relative
position of the screen containing QR code and the cashier scanner fits the designated relative
position, including angle and distance, the cashier scanner can obtain the real QR code. It means
the attacker can only get the camouflaged QR code image unless the pinhole camera is installed at
the same place as the cashier scanner.

When we use cameras to take a picture of the spatial patterns, there will be a significant nonlin-
ear effect on the display. Thus, the additional moire layer has repetitive curving lines that disrupt
the captured image quality, as shown in the left of Figure 11. This prevents the QR code captured
by the attacker. At the bottom left of Figure 11 are four pictures: (i) shows the original QR code,
(ii) and (iii) are pictures taken at the wrong position, while (iv) is taken at the designated position,
which can be used to recover the original QR code for users.

7.4 Other Directions for OWC Countermeasures

Wireless communication in our daily life is often protected against unauthorized wireless channel
access, message modification, eavesdropping, and replay attacks. Authentication security services
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verify an entity’s identity and grant access to the wireless medium. Confidentiality services ensure
that the contents of messages are understood only by the devices involved. Data integrity services
ensure that data is not altered while in transit. Thus, VLC can be secured using three well-known
security mechanisms: proximity-based protecting, steganographic protecting, and cryptographic
protection [119]. These technologies provide security in fundamentally different ways: the choice
of these solutions for a real-world deployment is dictated by the application’s security require-
ments. Based on the analysis above, we list other OWC countermeasures below.

Create Secure Zone. Due to the LoS propagation of light medium and its broadcast nature, it is
intuitively to protect optical signals within the limited space zones. The protected zone is defined
by its center and the position of the access point (AP), as well as a security radius, which is the
minimum horizontal distance from the AP location to any potential eavesdroppers, and it employs
motion sensors, which are already embedded into modern lighting equipment [123]. In Reference
[69], the authors built an eavesdropper-free protected zone around APs to significantly enhance
the secrecy performance of legitimate users. Similarly, the authors in Reference [81] conducted a se-
curity zone in the room with their proposed PLS approach based on beamforming for secure OWC.

Utilizing Hybrid Network Techniques. The link reliability is undoubtedly increased when
there are two or more networks. In two-tier networks, which are created by VLC/WiFi, VLC/small
cell, LiFi/WiFi, LiFi/small cell, VLC/macrocell, and LiFi/macrocell hybrid systems, transmitters and
receivers are reliably connected. Optical wireless networks are very sensitive to obstacles. Conse-
quently, the information cannot be hacked outside of the room. Therefore, all hybrid VLC/WiFi,
VLC/small cell, LiFi/WiFi, LiFi/small cell, VLC/macrocell, RF/OCC, RF/OCC, and LiFi/macrocell
systems improve the security level.

Channel-hopping Mechanism. A potent technique for maintaining the confidentiality of
communications between a transmitter and receiver is channel hopping. By alternating the chan-
nel utilized by the transmitter and receiver on a regular basis, eavesdroppers will be unable to
decode signals, since they will not know which channel is being used. One method to channel
hop is use of a BFSK modulation scheme to randomly randomly hop channels. Although collisions
with other light sources are still possible, the random hopping typically prevents them [62]. A
similar idea is to use time-synchronized channel hopping to create a schedule that dictates which
light sources use which channel during time slots. This ensures fairness between light sources and
ensures that few channel collisions happen [135].

Authentication and Encryption. Authentication is traditionally done through feature-based
detection. The receiver looks at the sender’s channel gain to determine a fingerprint and discern
whether that sender is valid or invalid. A recent innovation in authentication has been to use
a training phase, where a receiver will learn about a valid sender, and a testing phase, where
the sender will compare all transmissions to that valid sender [63]. Transmissions can easily
be encrypted with a Caesar cipher system. This system converts text into a cipher using a cyclical
array and a direct mapping of one letter to another. Although the text modification can be un-
done by the receiver, an attacker would be unable to undo the cipher without the right knowledge,
protecting the data [4].

Proximity-based Protection. Proximity-based protection is likely OWC’s strongest and most
unique ability. Whereas RF waves can propagate through any medium, light waves are trapped
within their environment; meaning, OWC communications are largely private within a single
room or car, as they rely on line-of-sight to be received [119]. This makes it difficult for any
eavesdropper to listen in, as they must physically be in the room with any transmitters. This is
especially powerful compared to RF signals, which can be picked up from a wide radius around
the transmitter, regardless of walls. Of course, it is not impossible for them to listen in. An attacker
could view light from a variety of openings, such as windows, openings below doors, key holes,
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and more, thus it is essential for any OWC system to keep secure areas enclosed to prevent these
eavesdroppers [33].

Steganographic Protection. Steganography is the idea of hiding secret messages within an-
other message. These hidden messages cannot be read by an eavesdropper unless the eavesdropper
knows how to find and decode them, ensuring confidentiality [119]. One method of hiding these
messages within OWC is through LuxSteg, which mixes steganographic messages with orthogo-
nal codes and adds them to an overt signal modulated in a pulse position modulation scheme to
create hidden messages [16]. A similar idea can be found in LiShield, which can hide barcodes
within images that are invisible to the human eye. To assess whether an image can be posted or
not, online systems can pick up these barcodes and read them [168].

Cryptographic Protection and Key Generation. Modern OWC systems employ cryptog-
raphy at all layers of communication and rely on secret keys to encrypt communication [119].
Traditional OWC systems make use of symmetric keys that are made in the upper layers of the
OSI through various methods [14]. One key generation and distribution method can be found in
quantum cryptography. Through a quantum channel, a joint secret key can be established between
two individuals and used for communication. Quantum channels can deter eavesdroppers through
the use of protons. To measure a quantum channel, a proton must be measured and destroyed,
making it impossible for eavesdroppers to listen, as the receiver will notice the missing proton.
From this point, the parties can use quantum cryptography to keep the rest of their conversation
secret [125].

Chaffing and Winnowing. Chaffing and winnowing is a unique way to ensure authenticity
and integrity with shared keys but without encryption/decryption [119]. This process has two
important steps: chaffing, the act of adding fake packets with fake MACs to a transmission, and
winnowing, the act of removing packets with fake MACs [118]. Since the system makes use of
shared keys, attackers cannot determine which packets are fake without the keys. Together, this
sytem adds fake packets to confuse potential eavesdroppers, while the valid receiver knows which
packets are faked due to the incorrect MACs. Chaffing and winnowing currently has a small pres-
ence in OWC and has great potential to grow in this topic.

8 OPEN ISSUES AND FUTURE DIRECTIONS
8.1 Applications: Optical-based V2X Networks

Among the numerical OWC-enabled applications, the optical based vehicle-to-everything net-
works are the most promising application in the near future. These systems have strict constraints
for latency, collision avoidance, throughput, and reliability. To make the optical-based V2X into
reality, there are some open issues and challenges that need to be addressed: (1) Current OWC
V2X systems necessitate precise beam alignment and have a limited field of view, making them
unsuitable for real-world vehicle scenarios in space; (2) Because of the bottleneck at camera-based
receivers with rolling shutter frequency limitations, the broad light spectrum bandwidth is not
completely utilized for high data rate; (3) Although OWC approaches are more energy-efficient
than RF-based methods, directional resource allocation with adaptive communication ranges for
many users at the transmitter side is critical and non-trivial for energy savings and green com-
munication when multiple cars are involved; (4) Vehicle location and positioning are vital in a
high-mobility environment for dynamic decentralized collaboration in vehicular network services
such as critical information sharing and relaying.

For V2X networks, the future research directions about security can be foreseen as follows: (1)
multi-to-multi access services and authentication; (2) jamming attacks from malicious light source
in the same optical environment; (3) RF side-channel data leakage due to the ON/OFF switching
at the transmitter side; (4) spoofing attacks by rogue vehicles for incorrect information sharing,
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resulting in a deadly accident and injuries. In a nutshell, secure OWC approaches will pave the
way for a bright future for V2X networks.

8.2 Attacks: Optical Code/Tag-related Attacks

Optical codes, such as one-dimensional bar codes, two-dimensional QR codes, and various va-
rieties, are the most common and widely used in our everyday life, including mobile payment,
e-health certificate, personal identification, access control, augmented reality, navigation, adver-
tising, and so on [106, 131]. The majority of these optical codes are attached to the surface of
products or shown on commercial screens such as smartphone and payment machine screens.

Despite the LoS propagation of these optical codes from transmitter to receiver, its nature broad-
cast characteristic allows attackers in the same physical optical environment to attack. There are
still many open issues for optical codes with broader market and application scenarios: (1) optical
code-related phishing, such as try to “fish” sensitive information from the victim [153]; (2) invisible
optical code hijacking, in which a target victim optical code is illuminated with a specialized wave-
form that humans cannot perceive, but which destroys the decoding at camera [166]; (3) optical
code manipulation attack, which is mentioned in barcode-in-barcode attack [36]; (4) optical code
replacement attack, in which attackers print a new optical code with an included malicious link,
such as the payment code on the salesperson side in Alipay/WechatPay, which has been reported
many times in China; (5) modification attack of individual modules in optical code, which means
the encoded content is modified solely by changing the color of specific modules of the optical
codes reported in Reference [73].

8.3 Protocols: Security Risks in MAC Layer of OWC

The IEEE standard now covers a substantial portion of MAC security. The MAC layer focuses on
security through cryptography while attempting not to bog down the rest of the system with high
resources usage. It uses an AES counter block cipher to encrypt messages and uses an optional
frame counter to attempt to discourage replay attacks [17]. This creates a strong baseline for MAC
layer security for OWC, but it still has several weaknesses: (1) the IEEE standard only uses crypto-
graphic encryption means to protect data, when there are many other options that could enhance
security; (2) users can disable items like the frame counter, which would allow an uninformed user
to severely lower security; (3) the MAC layer has no methods to detect and remove noise from ma-
licious transmitters sending jamming signals; (4) MAC layer presently has no default support for
asymmetric keys, which can be invaluable for wireless communication.

In the future, many solutions could be considered to enhance MAC security: (1) Steganographic
messages, winnowing, and chaffing could be added as an optional feature to the IEEE standard
to enhance security; (2) Research could be done in the area for having the MAC layer alternate
between keys to keep attacks from attempting cryptographic attacks to solve keys; (3) Research
could be done in having the MAC layer convert texting using a basic cipher before encryption to
add an extra layer of security. While the current MAC layer is quite strong in the IEEE standard,
there is great potential to become better and cover up its several weaknesses.

8.4 Techniques: Al-based OWC Networks

In several computer-related fields, artificial intelligence (AI) is a rapidly evolving field. It is
undeniable that Al can boost OWC communications, but this potential has obviously largely gone
untapped. Furthermore, there are a number of problems with using Al: (1) As Al is developed to
make the transmitted optical signals clearer and easier to receive, it will also make it easier for
eavesdroppers to access signals they should not; (2) Al frequently requires a significant amount of
time to train, in which case the system must be solely dedicated to training that Al; (3) Al systems
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could be very taxing on a communication system that does not really need them, making the cost
not worth the benefit.

Despite the issues, however, there are myriad places Al could go: (1) Al detection could help clear
up signals with a lot of noise; (2) Al could help a valid receiver determine where exactly a malicious
transmitter could be; (3) Al could potentially read signals and determine jamming patterns to help
the receiver detect and ignore malicious jammers; (4) Al could also help channel-hopping systems
determine how to hop channels in a superior order while ensuring the fewest possible collisions;
(5) It could be possible to do research to see whether an Al receiver could scan a space to look
for obvious openings where light might escape and allow listeners in. In the OWC universe, Al
appears to have untapped potential and has the ability to revolutionize OWC security.

9 CONCLUSION

In this article, we analyze the intrinsic security property of optical signals and the security risks in
the OWC networks. Then, we creatively classify the security vulnerabilities and attacks in OWC
networks in three stages: before signal propagation (BSE), during signal propagation (DSP),
and after signal receiving (ASR). For each stage, we also discuss its related applications, counter-
measures, and secure protocols. Furthermore, we present several novel attacks and secure solutions
in OWC network covering these three stages. Then, we identified the future directions in secure
solutions of optical wireless communication. Because of the rapid growth of OWC and its tremen-
dous potential, more attention and effort are required in the field of OWC security and privacy.
We believe that our survey would stimulate further investigation into OWC security.
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