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Abstract—The collusion attack combines multiple multimedia
files into one new file to erase the user identity information.
The traditional anti-collusion methods (which aim to trace the
traitors) can defend the collusion attack, but they cannot well
defend some hybrid collusion attacks (e.g., a collusion attack
combined with desynchronization attacks). To address this issue,
we propose a frequency spectrum modification process (FSMP)
to defend the collusion attack by significantly downgrading the
perceptual quality of the colluded file. The severe perceptual
quality degradation can demotivate the attackers from launching
the collusion attack. Because FSMP is orthogonal to the exist-
ing traitor-trace-based methods, it can be combined with the
existing methods to provide a double-layer protection against
different attacks. In FSMP, after several signal processing pro-
cedures (e.g., uneven framing and smoothing), multiple signals
(called FSMP signals) can be generated from the host signal.
Launching collusion attack using the generated FSMP signals
would lead to the energy disturbance and attenuation effect
(EDAE) over the colluded signals. Due to the EDAE, FSMP can
significantly degrade the perceptual quality of the colluded audio
file, thereby thwarting the collusion attack. In addition, FSMP
can well defend different hybrid collusion attacks. Theoretical
analysis and experimental results confirm the validity of the
proposed method.

Index Terms—Audio watermarking, collusion attack, desyn-
chronization attacks, perceptual quality degradation.
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I. INTRODUCTION

N RECENT years, the developments of the multimedia
I technology and communication system have facilitated the
proliferation of multimedia files. With the prevalence of elec-
tronic devices (e.g., smartphones, tablets, and computers), the
multimedia files can be easily accessed and maliciously manip-
ulated, which leads to serious security problems [1]-[3]. The
copyright infringement problem [4] is one of the serious secu-
rity problems. To tackle it, a commonly used solution is digital
watermarking. Digital watermarking [5] enables to embed
some ownership information in a multimedia file so that the
embedded information can be extracted to prove the ownership
of the file. The embedded ownership information typically has
two types: 1) watermark and 2) fingerprint. In this article, the
watermark is referred to as the general copyright information,
while the fingerprint is referred to as the unique user identity
information. Once the copyright is infringed, the embedded
information can be extracted for copyright protection purposes
(e.g., proof of ownership). Digital watermarking can be applied
on different types of multimedia files, including image [6]-[8],
video [9]-[11], and audio [12]-[14]. Among different types of
files, audio files are our research focus.

The collusion attack toward audio combines multiple audio
files with different fingerprints to produce a colluded audio file.
From the colluded file, the fingerprint is hard to be detected
and extracted. Thus, in the presence of a collusion attack, the
fingerprint loses its ability to uniquely identify the audio file
user. Due to the absence of effective methods to defend such
an attack, there are strong financial incentives for some illegal
users (i.e., traitors) to cooperatively launch the collusion attack
without worrying about any punishment. Hence, it is highly
demanded to design effective anti-collusion methods.

Most of the existing methods, such as the reversible data
hiding methods [15]-[17] that aim to recover the original
signal when extracting the embedded information, cannot
survive collusion attacks. Some methods aim to tackle col-
lusion attacks [18], [19], but they are not blind. The exist-
ing blind anti-collusion methods mainly work by offering
the capability to trace the traitors from the colluded file.
These methods can be divided into two categories: 1) the
coded fingerprinting-based methods [20]-[23] and 2) the inde-
pendent fingerprinting-based methods [24]-[26]. First, the
coded fingerprinting-based methods focus on the design of
the collusion-resistant fingerprint codes (e.g., collusion-secure
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codes in [20], Tardos codes in [21], symmetric Tardos codes
in [22], and Nuida codes in [23]). The collusion-resistant fin-
gerprint codes support to trace the traitors from the colluded
files. Second, the independent fingerprinting-based meth-
ods [24]-[26] focus on the design of the fingerprint codes
embedding and extraction algorithms, which support traitors
tracing.

The above-mentioned anti-collusion methods can only
defend the collusion attack alone (called simple collusion
attack), but they cannot survive if the collusion attack is com-
bined with other common attacks (called hybrid collusion
attacks). More specifically, the existing methods cannot well
defend two types of hybrid collusion attacks: 1) collusion-
signal-processing attacks and 2) collusion—desynchronization
attacks. The former combines a collusion attack with common
signal processing attacks (e.g., low-pass filtering (LPF) attack
and MP3 compression attack), while the latter combines a col-
lusion attack with common desynchronization attacks (e.g.,
time scaling attack and pitch scaling attack). Unfortunately,
the existing methods fail to trace the traitors when encoun-
tering both types of hybrid collusion attacks, especially the
collusion—desynchronization attacks. We note that researchers
have developed robust watermarking methods [13], [27], [28]
to cope with desynchronization attacks. However, these meth-
ods are vulnerable to the collusion attack, so they cannot resist
the collusion—desynchronization attacks either.

The method in [29] tackles collusion attacks by signifi-
cantly reducing the perceptual quality of the colluded audio
file. This new perspective is promising, as the perceptual
quality degradation removes the financial incentives and moti-
vations of the traitors, thereby thwarting the collusion attack.
However, there are three problems in [29]. First, the percep-
tual quality degradation mechanism is ineffective. Second, it
has weak performance against the collusion attack when the
number of traitors is odd. Third, it cannot generate enough
copies for authorized distribution in real-world applications.
Zong et al. [30] attempted to solve the problems in [29], but
they also failed to generate enough copies for distribution. To
improve the anti-collusion performance and generate enough
copies for authorized distribution, we propose a frequency
spectrum modification process (FSMP), which is an audio sig-
nal preprocessing process, to generate multiple signals' (called
FSMP signals). The FSMP signals can resist both simple and
hybrid collusion attacks, including the challenging collusion—
desynchronization attacks. Besides, FSMP is orthogonal to the
existing methods (i.e., tracing the traitor); thus, it can synthe-
size with the existing methods, providing a double-layer shield
against attacks. More specifically, in FSMP, the host audio file
is first divided into multiple segments and each segment is
transformed into the discrete cosine transform (DCT) domain.
Then, the selected low-frequency coefficients of each seg-
ment are modified to generate multiple FSMP signals. These
modifications will lead to the energy disturbance and atten-
vation effect (EDAE) over the low-frequency components in
the colluded signal. The EDAE not only helps to downgrade

IThe audio file can be treated as a segment of an audio signal, so we use
the term “file” and “signal” interchangeably in this article.
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TABLE I
COMPARISON BETWEEN THE EXISTING METHODS AND FSMP (@:
DEFEND, ©: PARTIAL DEFEND, O: NOT DEFEND, NA: NOT APPLICABLE)

13], [27 FSMP
Attacks o261 | 3F 71 ag) 1307 | Fsmp -
[28] ‘Watermarking
Simple collusion attack ) O © ) )
Desynchronization attacks O or Na ) Na Na )
Collusion-signal-processing
fon-signat-processing © o © ° °
attacks
Collusion-desynchronization
O O © [ ] [ ]
attacks

‘ Na: desynchronization attacks are not applicable to the methods without using watermarking.

the perceptual quality but also helps to resist common signal
processing attacks and common desynchronization attacks.

Our proposed FSMP has several key novelties compared

with the existing methods. By using the EDAE and the novel
strategies such as uneven framing and smoothing, the proposed
FSMP has achieved three major improvements over [29]:
1) the use of EDAE significantly improves the perceptual qual-
ity degradation performance; 2) the uneven framing strategy
guarantees that the EDAE will occur in the colluded signals,
regardless of the number of traitors; and 3) the smoothing step
facilitates the generation of sufficient copies for authorized
distribution. Compared with the method in [30], apart from
the significant increase in the number of copies, the proposed
FSMP is also the first anti-collusion study that provides math-
ematical analysis to theoretically validate the effectiveness
against various types of hybrid collusion attacks.

As aforementioned, the traitor-trace-based methods

n [20]-[26] cannot defend desynchronization attacks. The
robust watermarking methods in [13], [27], and [28] cannot
defend collusion attacks. Unlike the existing methods, our
proposed FSMP combining with watermarking can defend
all types of attacks. For the sake of readability, we present
the comparison results between the proposed FSMP and the
existing methods in [13] and [20]-[30] in Table I. It can
be seen from Table I that the proposed FSMP has superior
features compared with the other methods.

In summary, this article makes the following four main

contributions.

1) The proposed FSMP tackles collusion attacks by intro-
ducing the EDAE in the colluded signals to significantly
degrade their perceptual quality, where the perceptual
quality degradation mechanism is fundamentally differ-
ent from the existing anti-collusion methods. By exploit-
ing the HAS, the proposed FSMP is effective against
both simple and hybrid collusion attacks, regardless of
the number of traitors.

2) To further improve the performance, we propose the
uneven framing strategy and the smoothing procedure
that are well-designed and tailored for the proposed
FSMP framework. These two mechanisms can greatly
enhance the EDAE, largely preserve the perceptual qual-
ity of the FSMP signals, and dramatically increase the
total number of the FSMP signals without compromising
the perceptual quality.

3) We provide mathematical analysis to theoretically val-
idate the effectiveness of the proposed FSMP against
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various types of hybrid collusion attacks. To our best
knowledge, this is the first anti-collusion study that
provides such analysis.

4) Since the proposed FSMP can preserve the perceptual
quality of the FSMP signals, the proposed FSMP can be
combined with the existing traitor-trace-based methods
to provide double-layer protection against attacks. We
combine our proposed FSMP with one of the leading-
edge robust watermarking techniques and compare the
performance with both watermarking and fingerprinting
methods. Experimental results validate the superiority of
the proposed method.

The remainder of this article is organized as follows. The
related work is illustrated in Section II. Section III elaborates
the proposed FSMP. The effectiveness of FSMP is math-
ematically and experimentally demonstrated in Section IV.
Section V presents that the proposed FSMP is superior to
the traditional anti-collusion methods and robust watermarking
technique. Finally, Section VI concludes this article.

II. RELATED WORK
A. Coded Fingerprinting-Based Methods

Boneh and Shaw [20] proposed the collusion-secure codes
using the randomization. However, they used the random-
ization in a restricted way as they only randomly picked a
permutation for each column of the n-secure code matrix they
constructed. Tardos [21] fully exploited the randomization to
construct the binary fingerprint codes based on a bias distribu-
tion, which is referred to as Tardos codes in this article. The
Tardos codes can trace the traitors through a scoring function
with a universal threshold. Unfortunately, these codes require
extremely long code lengths to effectively resist the collusion
attack. Later, some researchers are dedicated to shortening the
length of the fingerprint code. Skori¢ et al. [22] introduced a
new construction of the fingerprint code, which is similar to
the construction of the Tardos codes. It achieves a shorter fin-
gerprint code length by expanding the alphabets from binary
to g-ary. Nuida et al. [23] adopted a symmetric bias distribu-
tion called Gauss—Legendre distribution and introduced a new
scoring function to further reduce the length of Tardos codes,
which is referred as Nuida codes in this article.

Since the coded fingerprinting-based methods consider lit-
tle about the watermark embedding and detection procedures,
they have to be applied with the existing robust audio water-
marking techniques to resist the collusion—desynchronization
attacks. The existing robust watermarking methods exploit the
statistical properties of the audio signal. They have to com-
promise the embedding capacity for the robustness against
desynchronization attacks. Therefore, the fingerprint code
length should not be too long. Although much effort has
been done to reduce the lengths of the fingerprint codes, they
are still too long for the robust watermarking methods. As a
result, the coded fingerprint-based methods cannot be effec-
tively applied with the robust watermarking methods, which
makes the coded fingerprint-based methods vulnerable to the
collusion—desynchronization attacks.

X1—|Watermarking | » watermarked X;

Host x _ - _
signal > X; watermarked X;
Xy watermarked X},
Fig. 1. Overview of the FSMP-based anti-collusion mechanism.
e
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Fig. 2. Procedures of FSMP.

B. Independent Fingerprinting-Based Methods

The independent fingerprinting-based methods trace the
traitors by using the orthogonal fingerprint codes, which are
developed from the spread spectrum (SS)-based watermark-
ing method in [24]. The traitors are identified based on the
correlation between the colluded signal and the original finger-
print codes. Kirovski et al. designed an anti-collusion system
in [25] where the watermark detection key is different from
the secret key used for watermark embedding. This system can
prevent the traitors from removing the watermark information.
Wang et al. [26] adopted the independent and identically
distributed (iid) Gaussian noise sequences as the fingerprint
codes and analyzed the performance of the SS-based anti-
collusion schemes under both of the maximum detector and
the threshold detector.

The SS-based watermarking methods cannot resist desyn-
chronization attacks, as desynchronization attacks can break
the alignment between the encoder and the decoder. Since the
independent fingerprinting-based methods adopt the SS-based
watermark embedding and decoding mechanisms, they are also
vulnerable to the collusion—desynchronization attacks.

III. PROPOSED FSMP

The overview of the FSMP-based anti-collusion mechanism
is shown in Fig. 1. In the FSMP-based mechanism, the host
signal x is first adjusted by FSMP to generate multiple FSMP
signals in order to produce the EDAE in the colluded signal for
anti-collusion purposes. Then, the robust watermarking tech-
niques can be applied to the FSMP signals to further enhance
the copyright protection ability of the proposed mechanism.
Note the traditional anti-collusion methods do not have FSMP
and the fingerprint codes are directly embedded in the host
signal.

In the rest of this section, we introduce FSMP in detail,
as shown in Fig. 2. FSMP consists of four main proce-
dures, including: 1) uneven framing; 2) adjustment factors
generation; 3) adjustment; and 4) smoothing.

A. Uneven Framing

The uneven framing procedure is shown in Fig. 3. This
procedure is adopted to enhance the EDAE in the colluded
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Fig. 3. Detailed procedures to generate the jth FSMP signal.

signals and its effectiveness will be analyzed later in
Section IV-C in detail. Let x denote the host audio signal. The
host signal x consists of L samples. To generate the jth FSMP
signal, x is divided into N frames, which can be expressed as

2] (1)

where x;; is the ith frame in the jth FSMP signal, i € [1, N].
For the first N — 1 frames, the uneven framing strategy is
achieved by randomly selecting the length of the ith frame in
the jth FSMP signal /; ; from [y, [,;;], which satisfies

{lzij > (I-a)-
luij < (I+oao)-
where o € (0, 1) is the parameter that controls the lengths
of the frames and i € [1, N — 1]. Let L;; denote as the total
length of the first i frames in the jth FSMP signal, which can
be expressed as

X = [le,xzj, ..

2)

e

i
Lij= Zlk,j- 3)
k=1
The length of the Nth frame [y ; can be calculated by
Inj=L—Ly_1,. 4)

To avoid a huge difference between Iy; and Iy_;;, we
constrain the value of L;; for the first N — 1 frames as

. L . L
l']T]_TSLi,jfl'N"i_T 5

where T is the threshold to control the lengths of frames.
Substituting (3) into (5), we have

. L . L
1‘]_v_T_Lifl,jfli.jfl'ﬁ“‘T_Lifl,f (6)

By combining (2) and (6), the lower boundary /;; and upper
boundary /,; for the ith frame can be formulated as

Lij = max{(l — ) - 1%’ i % =T —Li_1;}
Luj = min{(l ta) 5, iy

)
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where max{-} is the maximum value operator, min{-} is the
minimum value operator, and i € [1, N — 1].

B. Adjustment Factors Generation

In order to plant the EDAE into the colluded signal to
degrade the perceptual quality, the DCT coefficients of the host
signal will be modified by a sequence of adjustment factors for
each FSMP signal. To generate these adjustment factors, we
introduce an adjustment matrix as A which takes values from
{—1, 1} with size P x N, where P is the length of each adjust-
ment sequence and N, is the total number of copies required
in the real-world application.

To generate A, we first design a linear codebook C(P, d),
where d is the minimum hamming distance between any two
codewords. Then we randomly select N, codewords from C to
form the codebook matrix Cy with size P x N.. Finally, A is
generated by mapping the values in Cs from {0, 1} to {—1, 1},
which can be expressed as

A j) =2-Ci,j) — 1 ®)

where i = 1,2,...,Pand j = 1,2,..., N.. The generated A
can also be represented as

A= [Al,Az,...,ANC] )
where Ay is the adjustment sequence for the kth FSMP sig-
nal, k=1,2, ..., N.. Then the adjustment factors in the kth
adjustment sequence can be formulated as
(10)

A= [ak,l, ak2, - -, ak‘p]T

where ay,, is the mth adjustment factor in Ay, m = 1,2, ..., P.

Note that this procedure only needs to run once to generate
A, which can be used for multiple times. Once A is generated,
it can be used to generate all the FSMP signals. It is also
worth noting that the maximum number of codewords in C is
determined by P and d. For example, when d = 1, the maxi-
mum value of N, is 2P when d = 2, N, can reach up to 2P-1
Besides, when the value of P is fixed, a larger d value leads
to the stronger EDAE and consequently a severer perceptual
quality degradation in the colluded signal. To balance the total
number of codewords and the strength of the EDAE, in this
article, we choose the value of d as 2.

C. Adjustment

On input the frames (output from the uneven framing pro-
cedure) and A, the adjustment procedure intends to generate
the FSMP signals for anti-collusion purposes. The detailed
adjustment procedure is shown in Fig. 3. In this procedure,
DCT [31] is first applied on each frame. Suppose the DCT is
performed in the ith frame of the jth FSMP signal, then its
frequency counterpart can be obtained as

li,j
X;i(k) = h(k) Y xjj(m)cos

n=1

72n— Dk —1)

11
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where Xjj(k) represents the kth DCT coefficient of x;,
k= 1, 2,..., li’j, and

1 .
—, ifk=1
h(k) = Zli’j '

12
,  otherwise. (12)

l,',j

According to [32], the HAS is sensitive to the low-frequency
part of an audio signal. Therefore, we adjust the low-frequency
coefficients of the host signal in order to produce a strong
EDAE in the colluded signal. Let )v(ij denote as the low-
frequency coefficients selected in the ith frame for the jth
FSMP signal generation, which can be expressed as

Xy = [Xi(), Xy (i + D, ., X(F)]

where f; is the lower boundary of the selected DCT
coefficients and f;, is the upper boundary of the selected DCT
coefficients. The DCT coefficients which are not selected can
be expressed as

Xoi = [X(D), X52), ... X;(fi — D]

13)

(14)
and
XRJ:/ = [Xu(fu + 1), Xl:,'(fu +2),..., X,'j(ll:,')]

where )A(L,ij and )A(R,,-j are the left and right unselected DCT
frequency coefficients for the ith frame of the jth FSMP signal,
respectively. We further divide }v(,-j into M blocks with equal
length, where M = P/N. Then, )V(l-j can be expressed as

5)

X; = [?V(zjl?vfyz '-~a)v(ij,M:| (16)
where )V(ij,k is the selected DCT coefficients in the kth block
of the ith frame in the jth FSMP signal, k = 1,2,..., M.
Finally, we adjust X;; x by the adjustment factors generated in

Section III-B as

~ v

Xij ke = Xij.k * @j,(i—1)-N+k (17)

where X;; ; is the adjusted DCT coefficients in the kth block
of the ith frame in the jth FSMP signal, k = 1,2,..., M.
Apply (17) to all of the M blocks, then the adjusted selected
DCT coefficients in the ith frame of the jth FSMP signal can
be presented as

5(1‘]' = [)N(ij,lvf(ij,% . ??UM] (18)
Combining (18) with (14) and (15), we can have
Xij = I:XL,ijyiij,f(R,ij] (19)

where )_(,-j is the modified DCT coefficients in the ith frame of
the jth FSMP signal. Apply the inverse DCT (IDCT) on )_(ij
to obtain the modified ith frame of the jth FSMP signal X;; in
the time domain as

x;j = IDCT(X;) (20)

where IDCT(-) is the IDCT operator. After performing IDCT
on each frame, finally the jth FSMP signal can be generated by

X = [5(1]-, X2jy s 561\7]] 2n

TABLE II
ODG LEVELS AND ITS DESCRIPTION

ODG level | ODG value | Description
1 0.0 Imperceptible
2 -1.0 Perceptible, but not annoying
3 -2.0 Slightly annoying
4 -3.0 Annoying
5 -4.0 Very annoying

D. Smoothing

After the previous procedures, the junction between two
consecutive frames may occur signal discontinuity [33]. In
order to improve the perceptual quality of the FSMP signal,
FSMP adopts the moving average filter [34] to smooth these
discontinuities. The smoothing procedure for the jth FSMP
signal is shown in Fig. 3. Assume a discontinuity occurs at
X;(k), where X;(k) is the kth sample in X;, the smoothed sample
can be calculated by

14

_ 1 -
(k) = A v;‘/xj(k +v)

(22)

where X;(k) is the smoothed kth sample in %; and 2V +1 is the
span. Apply (22) on [Xj(k—U), xj(k—U+1),..., Xj(k+U)]
to obtain the smoothed junction part between two consecutive
frames, where U is the parameter controlling the length of
the junction part. After the smoothing procedure, finally, we
can obtain the smoothed jth FSMP signal X;. In Fig. 3, the
shaded areas represent the smoothed junction parts between
two consecutive frames.

IV. EFFECTIVENESS OF FSMP
A. Perceptual Quality Evaluation of the FSMP Signals

We adopt the widely used perceptual evaluation of audio
quality (PEAQ) algorithm [35] to measure the perceptual qual-
ity of the FSMP signals. The PEAQ algorithm returns a mark
called the objective difference grade (ODG) which ranges
from —4 to 0. The ODG has 5 levels, which are illustrated
in Table II. According to [36], if the ODG value is larger
than —1, the perceptual quality degradation is impercepti-
ble; If the ODG value is less than —3, the perceptual quality
degradation is annoying. We randomly chose 160 audio clips
as host signals to test the perceptual quality of the FSMP
signals. All of the audio clips have a duration of 60 s, a
sample rate of 44 100 Hz, and a resolution of 16 bits. The
audio clips contain different genres, including jazz, classic,
folk, funk, new age, pop, hip-hop, and rock. All of the experi-
ments are performed using a Windows 10 laptop with an Intel
Core-i7-8650U 2.11-GHz processor and 16.00-GB RAM.

To generate enough FSMP signals for authorized distribu-
tion,weset N =12, « = 0.7, T = (L/2N), M =3, U = 50,
and V = 15. According to the digital single award require-
ments by the Recording Industry Association of America
(RIAA) [37], the platinum award and the diamond award for a
piece of music are 1 x 10% and 1 x 107 units, respectively. To
guarantee the proposed FSMP can produce enough signals for
real-world applications, we measure the average ODG values
of the FSMP signals for each genre of the audio clips when
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TABLE III
AVERAGED ODG VALUES OF THE FSMP SIGNALS UNDER DIFFERENT N,

| N, [ 2x10% [ 4x10° [ 6x10° [ 8x10° [ 1x107 ]

0144 [ 0154 [ 0160 [ 0165 | -0177 ]

l ODG values [

Ncisupto 1 x 107, which is standard for the diamond award.
Table III shows the average ODG values of the FSMP sig-
nals under different N.. From Table III, it is easy to observe
that all of the averaged ODG values are around —0.2 even
though the total number of the FSMP signals reaches up to
N, = 1 x 107, which implies the perceptual quality of the
FSMP signals is largely preserved. Therefore, our proposed
method can generate enough signals for authorized distribu-
tion without compromising the perceptual quality of the FSMP
signals.

B. EDAE Removal Attack

The most straightforward attack for the proposed FSMP is
the EDAE removal attack. In the attack, the traitor attempt
to remove the EDAE from the colluded signal. The removal
of EDAE can recover the perceptual quality of the colluded
signal. If the EDAE is removed, our proposed method will
fail to protect the audio files from collusion attacks. Our
proposed EDAE has strong robustness against the collusion
attack because the traitors can never remove the EDAE in the
colluded signals. There are two reasons.

1) Since the proposed FSMP does not require a detection
phase at the receiver end, there is no need to transmit or
even store the parameters used in FSMP. Therefore, all
of the parameters, such as N, f;, f;, and C(P, d), can be
considered as secret keys in the proposed FSMP. Without
the access to these secret keys, the traitors cannot remove
the EDAE from the colluded signals.

2) Even if the traitors obtain the knowledge of the secret
keys, due to the use of the uneven framing strategy, the
length of each frame /;; is still not accessible to the
traitors, as /;; is a random value chosen from [ly;, [,;].
Without the knowledge of /; ;, the traitors cannot remove
the EDAE from the colluded signals.

C. FSMP Against Averaging Attack

Simple collusion attacks include averaging attack, mini-
mum attack, maximum attack, median attack, and interleaving
attack. Among those, averaging attack is the most common
collusion attack [38] as no one wants to share more risks than
others [39]. Therefore, we mainly focus on averaging attack in
this article. The mathematical model of averaging attack can
be formulated as
(23)

[
xavg = ﬁt . X;ii s
1=
where Xavz represents the colluded signal after averaging
attack, x; is the ith smoothed FSMP signal included in aver-
aging attack, and N, is the total number of the traitors. Fig. 4
illustrates the hybrid collusion attack model for averaging

attack.
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Fig. 5. Examples to illustrate two framing strategies. (a) Even framing.

(b) Uneven framing.

1) FSMP Against Simple Averaging Attack: Our proposed
method tackles the collusion attack by introducing the EDAE
into the colluded signal to significantly reduce the perceptual
quality of the colluded signal. In this section, we explain the
mechanism of the EDAE in detail. For the illustration pur-
pose, we start from N; =2, N =4, and M = 1 using the even
framing strategy with all of the DCT coefficients selected for
FSMP. Denote the first FSMP signal involved in the collusion
attack as Xx;, the second FSMP signal as Xx;, the adjustment
sequence for X; as A;, and the adjustment sequence for x; as

Aj, (i,)) € [1,N¢] and i # j. Since the frames are evenly seg-

mented, denote the frame length as Ls. As shown in Fig. 5(a),
assume that A; is [1, —1,1, —1] and A; is [1, -1, =1, —1].
R stands for the ratio between the energy of the selected
DCT coefficients in the colluded signal and the energy of the
selected DCT coefficients in the host signal for each frame.
The energy ratio for the kth frame R(k) can be calculated as

L Ly
R(k) = (ZXkW) / (Zmﬁ)
LS
( xk,(l) +Xk,<l>} )/(Zxka)z)
=1
L
( Cl; kt+aj k)Xk(l):| /(Z Xk(l)2>
=1

(a, + a] k

(24)

where X; () is the Ith selected DCT coefficient in the kth frame
of the colluded signal, X;(/) is the /th selected DCT coeffi-
cient in the kth frame of the host signal, and k = 1,2, 3, 4.
From (24), it is obvious that

0, ifai# aj k

R(k) = { 1, otherwise. (25)

From Fig. 5(a), we can see that the values of R(1), R(2),
and R(4) are 1, while the value of R(3) is 0, which means
after FSMP, the energy of the frequency coefficients is nonuni-
formly reduced from frame to frame in the colluded signal.
This effect is called as the EDAE in this article. Because
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Fig. 6. ODG values of the FSMP signals and the colluded signals generated
by averaging attack when N; = 2, 50, 100 under different N,.

the HAS is sensitive to the low-frequency components of the
audio signal, the EDAE can significantly degrade the per-
ceptual quality of the colluded signal. Since the adjustment
sequences are generated from the codebook C(P,d), when
d > 0, 3k satisfies a; ; # aj when i # j. Therefore, no mat-
ter which FSMP signals are involved in the collusion attack,
the EDAE will always be planted into the colluded signal. As
the EDAE can be generated using any two FSMP signals, it
is obvious that the colluded signal will also suffer from the
EDAE when N; > 2.

Now, we discuss the case when the uneven framing strategy
is adopted. As shown in Fig. 5(b), although both X; and X; are
divided into four frames, due to the uneven framing strategy,
R has seven elements instead of 4. More elements in R means
possibly more disturbance attenuation effects are planted into
the colluded signal, which can enhance the EDAE in the col-
luded signal and can consequently cause severer perceptual
quality degradation.

In addition, from Fig. 5(b), we can see that the 2nd element
in R is 0. This means by using the uneven framing strategy,
even when a; = a;j (e.g., a;1 = a;1 and a;2 = a;2), the
EDAE can still be generated in the colluded signal, which
cannot be achieved using the even framing strategy. Therefore,
compared to the even framing strategy, our proposed uneven
framing strategy is more effective in causing the perceptual
quality degradation.

Fig. 6 illustrates the experimental results of the ODG val-
ues of the colluded signals generated by averaging attack under
different N, and the averaged ODG values of the FSMP sig-
nals. It is easy to observe that all of the ODG values of the
FSMP signals are close to 0, which implies that the FSMP
signals have high perceptual quality. Quite the contrary, all
of the ODG values of the colluded signal are below —3.4,
which shows that the EDAE generated by our proposed FSMP
using the uneven framing strategy can effectively degrade the
perceptual quality of the colluded signals.

2) Averaging-Signal-Processing Attacks: The averaging-
signal-processing attack is averaging attack combined with
common signal processing attacks, including LPF, MP3 com-
pression, AAC compression, additive Gaussian noise addition
(AWGN), quantization, and amplitude scaling attacks. As the
proposed FSMP resists collusion attacks by introducing the
EDAE in the colluded signal, we theoretically and experimen-
tally validate that the averaging-signal-processing attacks have
little impact on the EDAE and thus cannot remove it from the

TABLE IV
ODG VALUES OF THE COLLUDED SIGNALS GENERATED BY THE
AVERAGING-SIGNAL-PROCESSING ATTACKS WHEN N; = 10
UNDER DIFFERENT N,

Nc
Attacks 2x10° [ 4x10% | 6x10° [ 8x10° | 1x107
LPF 8 kHz 3672 | -3.821 3716 | 3612 | -3.774
MP3 128 kbps 3658 | -3.689 | -3.641 -3.701 -3.645
AAC 128 kbps 3625 | -3.689 | -3.568 3649 | -3.675
AWGN SNR 30 dB 3614 | -3.683 3614 | 3646 | -3.659
Quantization 8 bits 3592 | -3.654 | -3.652 | -3.656 | -3.569
Amplitude scaling 80% -3.561 -3.569 -3.625 -3.615 -3.659
Amplitude scaling 90% | -3.658 | -3.618 -3.665 3618 | -3.648
Amplitude scaling 110% | -3.645 | -3.599 | -359 | -3.715 -3.615
Amplitude scaling 120% | -3.655 | -3.615 -3.598 3654 | -3.685

colluded signals. Denote E(i) as the energy of the selected
DCT coefficients in the ith frame in the colluded signal. Then
after the averaging-signal-processing attack, the energy of the
selected DCT coefficients in the ith frame in the colluded
signal Es(i) can be formulated as

Egi) =E@ +0 (26)
where O is a distortion sequence introduced by signal process-
ing attacks. For LPF, MP3 compression, and AAC compres-
sion attacks, they only suppress the high-frequency component
without significantly modifying the low-frequency component.
Since FSMP is performed on the low-frequency band, we can
have O ~ 0 under these attacks, which implies FSMP is robust
against the simple averaging attack combined with those low-
frequency preserving attacks. As for AWGN and quantization
attacks, the distortions they introduce can be neglected com-
pared to the energy of the signal, which means O < E(i) and
thus E;(i) ~ E(i). Therefore, the proposed FSMP is resilient
to the simple averaging attack combined with AWGN and
quantization attacks. Regarding the amplitude scaling attack,
due to the property of DCT, O is linear to E(i) and conse-
quently E(i) is also linear to E(i). As a result, we can easily
have E,(i)/E(i) = E,(j)/E(j), which means the EDAE will
be preserved under the simple averaging attack combined the
amplitude scaling attack. In summary, the averaging-signal-
processing attacks cannot remove the EDAE from the colluded
signals. Table IV shows the ODG values of the colluded sig-
nals generated by averaging-signal-processing attacks when
N; = 10 under different N.. As shown in Table IV, when the
simple averaging attack is applied with LPF (cut-off frequency
of 8 kHz), MP3 compression (128 kb/s), AAC compression
(128 kb/s), AWGN (SNR = 30 dB), quantization (from 16
to 8 bits), and amplitude scaling (scaling factors: 80%, 90%,
110%, 120%) attacks, all ODG values are less than —3.5,
which validates the robustness of the proposed FSMP against
averaging-signal-processing attacks.

3) Averaging—Desynchronization Attacks: The averaging—
desynchronization attack is another type of hybrid collusion
attack, where the averaging attack is combined with com-
mon desynchronization attacks, including cropping, jittering,
time scaling, and pitch scaling attacks. Cropping and jittering
attacks continuously or randomly remove some samples from
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TABLE V
ODG VALUES OF THE COLLUDED SIGNAL GENERATED BY THE
AVERAGING-DESYNCHRONIZATION ATTACKS WHEN N; = 10
UNDER DIFFERENT N,

N,

Attacks 2x10°% | 4x10° | 6x10° | 8x10° | 1x107
Cropping 10% -3.625 -3.648 -3.659 -3.698 -3.653
Cropping 20% 3715 -3.759 -3.789 -3.798 -3.746
Jittering 1/1000 3.618 -3.645 -3.648 -3.659 -3.648
Jittering 1/100 3.615 -3.701 -3.706 3711 -3.748
Jittering 1/10 -3.689 -3.684 -3.759 -3.755 -3.759

Time scaling 80% -3.555 -3.648 -3.628 -3.659 -3.648
Time scaling 90% -3.648 -3.656 -3.654 -3.696 -3.695
Time scaling 110% | -3.622 -3.657 -3.645 -3.649 -3.655
Time scaling 120% | -3.625 3.519 -3.537 -3.637 -3.685
Pitch scaling 80% -3.595 -3.666 -3.658 -3.649 -3.685
Pitch scaling 90% -3.618 -3.658 -3.648 -3.649 -3.648
Pitch scaling 110% | -3.694 -3.701 -3.644 -3.695 -3.648
Pitch scaling 120% -3.705 -3.699 -3.658 -3.645 -3.706

the signal. Time scaling attack modifies the duration of the
signal without changing the pitch while pitch scaling attack
modifies the pitch without changing the duration. Similar to
Section IV-C2, we demonstrate its impact on the EDAE via
theoretical analysis and experimental results. Denote X;(k) as
the kth selected DCT coefficients of the ith frame in the
colluded signal generated by the simple averaging attack.
According to [40], desynchronization attacks can be modeled
as stretching operations in the frequency domain [40] as

Fitk) = Xi(Bly 27)
where ¥;(k) is the kth selected DCT coefficient of the ith frame
in the colluded signal after the averaging—desynchronization
attack and B is the scaling factor introduced by the desyn-
chronization attack. Using (27), we can have the energy
relationship between the selected DCT coefficients of the ith
frame and the jth frame as

YW _ XXeh Y Xm
IR ACEED ACISEED I SO

From (28), we can see that the energy relationship is preserved,
which means the averaging—desynchronization attack cannot
remove the EDAE from the colluded signal. Table V shows the
ODG values of the colluded signal generated by the averaging—
desynchronization attacks when N; = 10 under different N,.
From Table V, we can conclude that proposed FSMP has
the robustness against the averaging—desynchronization attacks
when the simple averaging attack is applied with cropping
(rates: 10%, 20%), jittering (rates: 1/1000, 1/100, 1/10), time
scaling (scaling factors: 80%, 90%, 110%, 120%), and pitch
scaling (scaling factors: 80%, 90%, 110%, 120%) attacks.

(28)

D. Improvements of the Proposed FSMP Over [29]

In this section, we will demonstrate the improvements of
the proposed FSMP over the method in [29] from two aspects,
which are the perceptual quality of the generated signals and
the effectiveness under hybrid collusion attacks.
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TABLE VI
ODG VALUES OF THE PAP SIGNALS IN [29] AND
THE FSMP SIGNALS UNDER DIFFERENT N,

N 1x10° [ 5x10° [ 1x10% [ 5x10° [ 1x107
ODG of PAP -0.609 -0.826 -1.081 -1.204 -1.375
ODG of FSMP -0.129 -0.137 -0.141 -0.158 -0.177
T T T T T T T T
- Method in [29] N; = 3 -%-Proposed N; = 3 ——Host signal
—6—Method in [29] N, = 5 -A-Proposed N; =5

1 2 3 4 5 6 7 8 9 10
Attack types

Fig. 7. ODG values of host signals, the PAP signals in [29], and the FSMP
signals under various hybrid collusion attacks when Ny = 3 and Ny = 5
(Attack types: 1-LPF 8 kHz; 2-MP3 128 kb/s; 3-AAC 128 kb/s; 4-AWGN
SNR 40 dB; 5-Amplitude scaling 90%; 6-Quantization 8 bits; 7-Cropping
1%; 8-Jittering 1/1000; 9-Time scaling 99.5%; 10-Pitch scaling 99.5%).

1) Perceptual Quality of the Generated Signals: Table VI
shows the ODG values of the preadjustment process (PAP)
signals [29] and the FSMP signals under different N.. To be
effectively combined with robust watermarking methods, the
ODG values of the generated signals should be larger than
—0.6. However, when N, is only 1 x 10%, the ODG value
of the PAP signals is still less than —0.6. Due to the plat-
inum and diamond award for a piece of music are 1 x 10°
and 1 x 107 units, respectively, which are much larger than
1 x 10°. Hence, the method in [29] can be hardly applied to
real-world applications. Quite the contrary, due to the uneven
framing strategy and the smoothing procedure, the ODG value
of the FSMP signals is greater than —0.2 even if N, reaches
1 x 107, which is a significant improvement compared to [29]
and sufficient for real-world applications.

2) Effectiveness Under Hybrid Collusion Attacks: Fig. 7
illustrates the ODG values of the host signals, the PAP sig-
nals generated using [29], and the FSMP signals under various
hybrid collusion attacks when N; = 3 and N; = 5. For a fair
comparison, the ODG values of the PAP signals and the FSMP
signals are adjusted to —0.5 before attacks. From Fig. 7, we
can clearly see that the ODG values for all of the colluded
host signals are higher than —2, which means the hybrid col-
lusion attacks will not remove the commercial value from
the colluded host audio signals. Therefore, it is necessary to
further degrade the perceptual quality. However, since [29]
transforms the host signal prior to the segmentation, it cannot
effectively tackle hybrid collusion attacks when the number of
traitors is odd. From Fig. 7, it is obvious that for most of the
hybrid collusion attacks, [29] cannot significantly degrade the
perceptual quality of the colluded signals. Especially, when
N; = 3, the ODG values for most of the colluded PAP sig-
nals are greater than —2.5, which shows that [29] is incapable
of removing the commercial value from the colluded signals.
Fundamentally, different from [29], the proposed FSMP resists
collusion attacks by introducing the EDAE in the colluded sig-
nals, which can significantly degrade the perceptual quality of
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TABLE VII
ODG VALUES OF THE COLLUDED SIGNALS GENERATED BY
MINIMUM ATTACK, MAXIMUM ATTACK, AND MEDIAN
ATTACK UNDER DIFFERENT N;

[ [ Minimum attack [ Maximum attack [ Median attack

2 -3.842 -3.889 -3.865

20 -3.812 -3.854 -3.825

N, 40 -3.921 -3.856 -3.855

60 -3.894 -3.819 -3.854

80 -3.899 -3.816 -3.891

100 -3.867 -3.901 -3.912
TABLE VIII

ODG VALUES OF THE COLLUDED SIGNALS GENERATED
BY INTERLEAVING ATTACK UNDER DIFFERENT
SEGMENT LENGTHS AND N;

Segment length (Samples)
200 [ 400 [ 600 [ 800 [ 1000
5 237794 | -3.678 | -3.548 | -3.389 | -3.234
Ny 10 | -3.813 | -3.7720 | -3.626 | -3.528 | -3.381
20 | -3.824 | -3.741 -3.649 | -3.555 | -3.411

the colluded signal, regardless of the number of the traitors.
As a result, even when N; = 3, the ODG values of the col-
luded FSMP signals under all kinds of hybrid collusion attacks
are still below —3.5, which not only outperforms the method
in [29] by a large margin but also validates the effectiveness
of the proposed FSMP under hybrid collusion attacks.

E. FSMP Against Other Simple Collusion Attacks

Other simple collusion attacks include maximum, minimum,
median, and interleaving [41], [42] attacks. These attacks
splice the samples from different FSMP signals into one col-
luded signal. Since each FSMP signal is modified by a unique
adjustment sequence in the frequency domain, one FSMP sig-
nal will be quite different from the other FSMP signals in the
time domain. The uneven framing step further increases the
difference between different FSMP signals. Therefore, splic-
ing the samples from different FSMP signals will lead to the
discontinuity between samples in the colluded signal, which
can severely degrade the perceptual quality of the colluded sig-
nal. Table VII shows the ODG values of the colluded signals
generated by maximum attack, minimum attack, and median
attack under different N,. Table VIII shows the ODG values of
the colluded signals generated by interleaving attack under dif-
ferent N; and segment lengths. From the experimental results,
it is clear that our proposed method is effective against the
other simple collusion attacks.

V. FSMP WITH WATERMARKING

The robust audio watermarking methods embed the copy-
right information by slightly modifying the host audio signal.
As the EDAE is robust to the minor changes in the host sig-
nal, the proposed FSMP can be effectively combined with the
robust watermarking methods to enhance its copyright pro-
tection capability. In this section, we combine the proposed
FSMP with one of the leading-edge robust watermarking tech-
niques in [27] and compare the experimental results with the
existing methods. Since watermarking and fingerprinting are

two methods to embed the ownership information, the exist-
ing methods we used for comparison include the fingerprinting
methods in [23] and [26] and the watermarking method in [27],
where [23] is a coded fingerprinting-based method, [26] is
an independent fingerprinting-based method, and [27] is a
leading-edge robust watermarking method. Because the Nuida
codes in [23] have to be implemented with the existing water-
marking techniques, we combine the Nuida codes with the
traditional SS-based watermarking method in [24] and the lat-
est robust watermarking technique in [27], respectively. For
illustration purpose, we refer the combination of the Nuida
codes with the method in [24] as SS-Nuida, the combination
of the Nuida codes with the method in [27] as Robust-Nuida,
and the combination of the proposed FSMP with the method
in [27] as Robust-FSMP.

The performance of all of the methods is evaluated by the
robustness against common signal processing attacks, common
desynchronization attacks, the collusion-signal-processing
attacks, and the collusion—desynchronization attacks. The col-
luded signals are generated using the averaging strategy. For
a fair comparison, the embedding rate is set to 10 bps and the
ODG values for the watermarked signals are adjusted to —0.9
for all of the methods. The average running time for FSMP,
Robust-FSMP, SS-Nuida, Robust-Nuida, the method in [26],
and the method in [27] are 0.114, 0.732, 0.716, 0.759, 0.609,
and 0.618 s, respectively. It is clear that the running time of
FSMP is the smallest. Besides, the running time of Robust-
FSMP is in a small proximity to that of the other existing
methods, which indicates that it is feasible to combine the
proposed FSMP with the existing watermarking methods.

A. Robustness Against Common Signal Processing Attacks
and Common Desynchronization Attacks

In this section, we evaluate the robustness of each method
against common signal processing attacks and common desyn-
chronization attacks without considering collusion attacks. The
robustness is measured by the bit error rate (BER) and the
detection rate (DR). The BER can be calculated by

Number of error bits
Total number of embedded bits

A smaller value of BER indicates better robustness against
attacks. The DR represents the probability of identifying at
least one of the traitors. A larger value of DR implies a
higher probability of identifying the traitor, while a smaller
value of DR implies the innocent user is more likely to be
arrested. For the method in [27] and Robust-FSMP, the traitor
is considered as successfully identified when the BER is less
than 15%. Note that the method in [26] uses the iid Gaussian
noise sequences instead of the binary sequences as the fin-
gerprint codes, and the BER is not applicable to the method
in [26]. Tables IX-XII illustrate the BER and DR of each
method under common signal processing attacks and common
desynchronization attacks.

1) Common Signal Processing Attacks: From Table IX,
it is easy to observe that SS-Nuida has strong robustness
against AWGN attack (SNR = 30 dB) as well as quanti-
zation attack (from 16 bits to 8 bits). However, it is not

BER = x 100%.

(29)
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TABLE IX
BER (%) OF SS-NUIDA, ROBUST-NUIDA, THE METHOD IN [27], AND
ROBUST-FSMP UNDER COMMON SIGNAL PROCESS ATTACKS
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TABLE XI
BER (%) OF SS-NUIDA, ROBUST-NUIDA, THE METHOD IN [27], AND
ROBUST-FSMP UNDER COMMON DESYNCHRONIZATION ATTACKS

SS- Robust- Method Robust- . Robust- Method Robust-
Attacks ‘ Nuida ‘ Nuida ‘ in [27] ‘ FSMP ‘ ’ Attacks ‘ SS-Nuida | Ny ‘ in [27] ‘ FSMP ‘
LPF 8 kHz 13 1 1 3 Cropping 10% 43 0 0 0
MP3 128 kbps 20 0 0 2 Cropping 20% 49 0 0 0
AAC 128 kbps 9 3 3 3 Jittering 1/1000 48 1 1 1
AWGN SNR 30 dB 2 2 2 3 Jittering 1/100 50 1 1 2
Amplitude scaling 80% 31 0 0 0 Jittering 1/10 55 2 2 4
Amplitude scaling 90% 10 0 0 0 Time scaling 80% 51 3 3 5
Amplitude scaling 110% 12 0 0 0 Time scaling 90% 47 2 3 6
Amplitude scaling 120% 29 0 0 0 Time scaling 110% 46 2 2 4
Quantization 8 bits 0 2 2 5 Time scaling 120% 48 4 3 4
Pitch scaling 80% 56 7 9 10
Pitch scaling 90% 47 5 5 7
TABLE X Pitch scaling 110% 49 6 7 9
DR (%) OF SS-NUIDA, ROBUST-NUIDA, THE METHOD IN [26], THE Pitch scaling 120% 59 9 3 9
METHOD IN [27], AND ROBUST-FSMP UNDER COMMON
SIGNAL PROCESS ATTACKS TABLE XII

Attacks ‘ SS- Robust-~ [ Method ‘ Method ‘ Robust- ‘
Nuida Nuida in [26] in [27] FSMP

LPF 8 kHz 100 100 66 100 100
MP3 128 kbps 100 100 59 100 100
AAC 128 kbps 100 100 60 100 100
AWGN SNR 30 dB 100 100 100 100 100
Amplitude scaling 80% 100 100 70 100 100
Amplitude scaling 90% 100 100 93 100 100
Amplitude scaling 110% 100 100 90 100 100
Amplitude scaling 120% 100 100 65 100 100
Quantization 8 bits 100 100 100 100 100

robust against amplitude scaling attacks (scaling factors: 80%,
90%, 110%, 120%). This is because the watermark extrac-
tion algorithm of the method in [24] relies on comparing
the difference between the received signal and the host sig-
nal, which makes SS-Nuida have little resistance to amplitude
scaling attacks. Besides, SS-Nuida is vulnerable to the LPF
attack, MP3 compression attack, and AAC compression attack
because the method in [24] adopts the entire frequency band
for embedding. Although the BER values of SS-Nuida are not
satisfactory, it still achieves 100% DR for all kinds of com-
mon signal processing attacks, which is shown in Table X.
According to Table X, the method in [26] is also vulnera-
ble to LPF (cut-off frequency of 8 kHz), MP3 compression
(128 kb/s), AAC compression attack (128 kb/s), and ampli-
tude scaling (scaling factors: 80%, 90%, 110%, 120%) attacks,
which is similar to SS-Nuida.

As the method in Section I, the method in [27] is designed
to resist attacks. Hence, Robust-Nuida, the method in [27],
and Robust-FSMP are resilient to common signal processing
attacks, which is illustrated in Tables IX and X. The BER
values of the method in [27] are slightly less than the BER val-
ues of Robust-FSMP, because we compromise the embedding
strength of Robust-FSMP to maintain the perceptual quality
of the watermarked signal. Although the embedding strength
is reduced, Robust-FSMP still achieves 100% DR for all of
common signal processing attacks, which is shown in Table X.

2) Desynchronization Attacks: The SS-based watermark-
ing methods cannot resist desynchronization attacks because
desynchronization attacks break the alignment between the
encoder and the decoder. According to Table XII, SS-Nuida
and the method in [26] lose the ability to identify the traitors
(DR = 0%) under common desynchronization attacks. As the

DR (%) OF SS-NUIDA, ROBUST-NUIDA, THE METHOD IN [26], THE
METHOD IN [27], AND ROBUST-FSMP UNDER COMMON
DESYNCHRONIZATION ATTACKS

’ Attacks ‘ SS- ‘ Robust- ‘ Method ‘ Method ‘ Robust- ‘
Nuida Nuida in [26] in [27] FSMP

Cropping 10% 0 100 0 100 100
Cropping 20% 0 100 0 100 100
Jittering 1/1000 0 100 0 100 100
Jittering 1/100 0 100 0 100 100
Jittering 1/10 0 100 0 100 100
Time scaling 80% 0 100 0 100 100
Time scaling 90% 0 100 0 100 100
Time scaling 110% 0 100 0 100 100
Time scaling 120% 0 100 0 100 100
Pitch scaling 80% 0 100 0 100 100
Pitch scaling 90% 0 100 0 100 100
Pitch scaling 110% 0 100 0 100 100
Pitch scaling 120% 0 100 0 100 100

robust watermarking method in [27] embeds the watermark
into the statistical properties of the host signal repeatedly, it
can achieve the robustness against common desynchroniza-
tion attacks. Therefore, Robust-Nuida, the method in [27], and
Robust-FSMP are robust against common desynchronization
attacks. The experimental results are illustrated in Tables XI
and XII. Similar to common signal processing attacks, the
BER values of Robust-FSMP are slightly larger than the
method in [27]. However, the ability of Robust-FSMP to iden-
tify the traitor is not affected as the DR is 100% for all kinds
of common desynchronization attacks.

B. Robustness Against the Collusion-Signal-Processing
Attacks and the Collusion—Desynchronization Attacks

In this section, the performance against hybrid collusion
attacks is evaluated using DR and the ODG values of the
colluded signal. A larger ODG value indicates a higher mone-
tary value of the colluded signal and consequently, the traitors
will be more motivated to launch the collusion attack. On the
contrary, a smaller ODG value indicates a lower commercial
value of the colluded signal, which will remove the moti-
vation from the traitors to launch the collusion attack. Note
that since the proposed FSMP resists the collusion attack by
significantly degrading the perceptual quality of the colluded
signal, in this section the performance of Robust-FSMP will
be evaluated using the ODG values of the colluded signal only.
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TABLE XIII
DR (%) OF SS-NUIDA, ROBUST-NUIDA, METHOD IN [26], THE METHOD IN [27], AND ROBUST-FSMP UNDER
HYBRID COLLUSION ATTACKS WHEN N; = 10 AND Ny = 20

N, = 10 N, = 20
Attacks . Robust- Method Method . Robust- Method Method
S5-Nuida ‘ Nuida ‘ in [26] ‘ in [27] S8-Nuida ‘ Nuida ‘ in [26] ‘ in [27]
LPF 8 kHz 100 86 0 0 100 77 0 0
MP3 128 Kbps 100 45 0 0 100 30 0 0
AAC 128 Kbps 100 96 12 0 100 91 6 0
AWGN SNR 30 dB 100 92 27 0 100 78 8 0
Amplitude scaling 80% 65 96 0 0 42 93 0 0
Amplitude scaling 90% 73 97 0 0 45 95 0 0
Amplitude scaling 110% 70 97 0 0 48 97 0 0
Amplitude scaling 120% 62 95 0 0 40 93 0 0
Quantization 8 bits 100 80 97 0 100 72 2 0
Cropping 10% 0 95 0 0 0 92 0 0
Cropping 20% 0 90 0 0 0 88 0 0
Jittering 1/1000 0 87 0 0 0 80 0 0
Jittering 1/100 0 84 0 0 0 75 0 0
Jittering 1710 0 81 0 0 0 73 0 0
Time scaling 80% 0 67 0 0 0 60 0 0
Time scaling 90% 0 80 0 0 0 69 0 0
Time scaling 110% 0 79 0 0 0 73 0 0
Time scaling 120% 0 70 0 0 0 65 0 0
Pitch scaling 80% 0 52 0 0 0 49 0 0
Pitch scaling 90% 0 59 0 0 0 56 0 0
Pitch scaling 110% 0 60 0 0 0 57 0 0
Pitch scaling 120% 0 49 0 0 0 46 0 0
0y ; ; ; : ; ; ; ; } codes are applied with the robust watermarking methods, they
ak et Method in [26]| | become ineffective against the collusion—desynchronization
o —o— Method in [27] attacks due to the limitation on the code length, especially
8 27 -*-;S-]JNUid; wl] under a large coalition size. From Table XIII, we can see
--A-- Robust-Nuida . . . .
5l —6— Robust-FSMP | | that the DR of Robust-Nuida is awful against the c011u51'0'n—
N N o o P —— desynchronization attacks when N; = 20. The false-positive
4 M : : : : : : : probability is too high to be accepted by real-world applica-
10 20 30 40 50 60 70 80 90 100 tions
Nf ’

Fig. 8. ODG values of the colluded signals for SS-Nuida, Robust-Nuida, the
method in [26], the method in [27], and Robust-FSMP under different N.

Table XIII illustrates the DR of each method under hybrid col-
lusion attacks when N; = 10 and N, = 20. Fig. 8 shows the
ODG values of the colluded signals for each method under
different N;.

1) Detection Performance: Table XIII demonstrates the
DR of each method against hybrid collusion attacks. Since
SS-Nuida and the method in [26] cannot resist common desyn-
chronization attacks even when the collusion attack is not
presented, it is obvious that they have no resistance against
the collusion—desynchronization attacks. Although the method
in [27] is resilient to common attacks, it has no mechanisms
to tackle the collusion attack. As a result, the method in [27]
cannot resist any kind of hybrid collusion attacks (DR = 0%).

As mentioned in Section II, the Nuida codes need to be
extremely long to tackle the collusion attack. As the coalition
size increases, the required code length grows tremendously.
However, the robust watermarking methods achieve the robust-
ness against common desynchronization attacks by exploiting
the statistical properties of the audio signal, which limits
their embedding capacity. In order to enhance the robust-
ness, the copyright information is embedded by a repeated
manner in the robust watermarking methods, which further
lowers the embedding capacity. As a result, when the Nuida

In conclusion, none of SS-Nuida, Robust-Nuida, the method
in [26], and the method in [27] can effectively identify
the traitors under hybrid collusion attacks, especially the
collusion—desynchronization attacks.

2) Perceptual Quality of the Colluded Signal: Fig. 8 illus-
trates the ODG values of the colluded signals for each method.
Since the method in [26] adopts the iid Gaussian noise
sequences as the fingerprint codes, which will offset each
other after averaging attack, the ODG values of the colluded
signals for the method in [26] are very close to 0. For SS-
Nuida, Robust-Nuida, and the method in [27], the ODG values
of the colluded signals are around —0.5, which are better
than the watermarked signals whose ODG values are around
—0.9. The reason is that some of the modifications caused
by the watermark embedding procedures will be attenuated
by averaging attack. On the contrary, from Fig. 8, it is easy
to observe that the ODG values of the colluded signals for
Robust-FSMP are below —3.4. This is because the EDAE
generated by our proposed FSMP can significantly degrade
the perceptual quality of the colluded signal and is resistant
toward hybrid collusion attacks and the modifications caused
by the watermark embedding procedure.

In summary, none of SS-Nuida, Robust-Nuida, the method
in [26], and the method in [27] can tackle hybrid col-
lusion attacks, especially the collusion—desynchronization
attacks. However, our proposed FSMP can significantly
degrade the perceptual quality of the colluded signal
after the collusion-signal-processing attacks and the
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collusion—desynchronization attacks. As a result, our
proposed FSMP can effectively resist hybrid collusion attacks
by removing the commercial value from the colluded signal
and consequently demotivate the traitors from launching
collusion attacks.

VI. CONCLUSION

In this article, we proposed the FSMP-based mechanism to
tackle the hybrid collusion attacks, especially the collusion—
desynchronization attacks. The proposed mechanism resists
the collusion attack by planting the EDAE into the colluded
signal to significantly degrade the perceptual quality of the
colluded signal. To maximize the perceptual quality degrada-
tion in the colluded signal while maintaining the perceptual
quality of the FSMP signals, we proposed the uneven framing
strategy to enhance the EDAE and a customized smoothing
procedure to improve the perceptual quality of the FSMP sig-
nals. Furthermore, FSMP can be effectively combined with the
existing trace-traitor-based methods to reinforce the protection
against different attacks. Experimental results demonstrated
that the proposed FSMP outperforms the conventional anti-
collusion methods. We hope that our initial study can attract
more subsequent researches on collusion attack resistance.
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